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The Financial Action Task Force on Money Laundering (“FATF”),
the international standard setter for anti-money laundering and counter† Kevin L. Shepherd is co-chair of the Real Estate Practice Group, chair of the
Finance Committee, and member of the Executive Committee at Venable LLP in Baltimore, Maryland. The author is a former chair of the ABA Section of Real Property,
Trust and Estate Law (“ABA Real Property Section”), is a past president of the American College of Real Estate Lawyers (“ACREL”), is a governor of the Anglo-American
Real Property Institute, and is a Fellow of the American College of Mortgage Attorneys
and the American Bar Foundation. The author is chair of the ABA Task Force on Gatekeeper Regulation and the Profession, which was created in 2002, as well as the chair of
the Gatekeeper Working Group of the ABA Real Property Section and the Gatekeeper
Task Force of ACREL. The author expresses his appreciation for the insightful editorial
suggestions of Duncan E. Osborne, Laurel S. Terry, and Gary W. Sutton. The views
expressed in this article are those of the author alone. All urls cited in this article were
valid as of July 14, 2011. A previous version of the article appeared at 2010 J. PROF. LAW.
83 (2010). This article borrows liberally from the previous version and from the Voluntary Good Practices Guidance for Lawyers to Detect and Combat Money Laundering and
Terrorist Financing, attached as an appendix.  All rights reserved. 2011.
‡ Disclaimer: This article is prepared and published for informational purposes
only and should not be construed as legal advice. The views expressed in this article are
those of the author and do not necessarily reflect the views of the author’s law firm or its
individual partners.
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terrorist financing, adopted in 2008 the Risk Based Approach for Legal
Professionals. This guidance paper by FATF, developed in consultation
with the American Bar Association (“ABA”), the American College of
Trust and Estate Counsel (“ACTEC”), and other bar associations and
law societies from around the world, set forth the framework for a riskbased approach for the legal profession. To implement this guidance paper in the United States, ABA, ACTEC, and other domestic specialty bar
associations developed a voluntary good practices guidance paper for
U.S. practitioners. This paper offers practical insights into the risk-based
approach and reflects a sensitivity to implementing the risk-based approach in the U.S. legal system. This paper also responds to pressure
from Congress and the Obama Administration for the legal profession to
take meaningful steps to assist in the fight against money laundering and
terrorist financing without infringing the attorney-client privilege, the duty
of client confidentiality, and the delivery of legal services generally. This
article provides an overview of the voluntary good practices guidance and
encourages the legal profession to adopt these practices.

INTRODUCTION
Kristen, a junior partner with a 90-lawyer law firm in a Midwest
city, specializes in commercial real estate and corporate law. Her clients
are principally local real estate developers with a sprinkling of domestic
institutional pension funds. Kristen receives a call from Brittany, a former law school classmate on the West Coast, who wants to refer a potential client to Kristen to handle a real estate transaction in Kristen’s
city. In a dour economy, Kristen is thrilled to receive the referral. Brittany relates to Kristen that Brittany has been representing the client, an
operator of a local warehouse distribution center, for about five years in
labor and employment law matters but now the client wants to acquire a
strip shopping center in Kristen’s city. Brittany informs Kristen that the
potential client has a good payment record with Brittany’s firm and
thinks that Kristen and the potential client would be a good match for
the new real estate matter. Kristen thanks Brittany for the referral and
tells Brittany that she will call the potential client as soon as she runs a
conflicts check. To assist Kristen in that effort, Brittany e-mails the potential client’s name, address, and telephone number to Kristen.
The conflicts check is clear, and Kristen promptly calls the potential
client. Kristen inquires into the name of the shopping center owner so
that she can complete her conflicts check. The potential client indicates
that a domestic insurance company now owns the shopping center pursuant to a foreclosure that occurred last year. Kristen immediately runs
the owner’s name through conflicts and confirms that no conflict exists.
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Kristen then informs the client that the conflicts are clear and that Kristen’s firm can handle the new engagement.
Kristen and her client then discuss the terms of the proposed shopping center acquisition. Kristen learns the deal is on a fast-track and
that she is to review the draft contract of sale later that day, which the
client will immediately forward to her. The client informs Kristen that a
new entity will need to be formed to enter into the contract and to take
title to the asset, and Kristen and the client discuss the pros and cons of
the various forms of entities before deciding on a limited liability company (“LLC”). The LLC will be managed by the client but will have a
number of “silent” investors. Kristen assures the client that she can
form the entity quickly and prepare a standard member-managed operating agreement. Kristen does not push the client to identify the investors in the LLC. Kristen concludes the call by expressing her
appreciation for the client’s business and that she looks forward to
working with him on this transaction.
The above scenario has played out countless times with transactional lawyers across the United States. Kristen is pleased to have the
new business and the client is delighted to have a lawyer recommended
by Brittany, his regular attorney. Kristen feels she has discharged her
ethical obligations by running the standard conflicts check. Based on
Brittany’s assurances that the client is creditworthy, Kristen waived the
need for a credit report on the client or the need for a retainer.
What is wrong with the above scenario? Although Kristen has performed the level of client due diligence (“CDD”) that most lawyers
would perform under similar circumstances, she has not undertaken a
risk-based analysis of the client to assess whether that client presents a
risk of money laundering or terrorist financing. At first blush, that may
seem to be a far-fetched notion. But efforts by the international community and federal authorities to impose anti-money laundering
(“AML”) and counter-terrorist financing (“CFT”)1 obligations on lawyers portend significant changes in client intake and monitoring by U.S.
lawyers and potential encroachments on the attorney-client relationship,
including the attorney-client privilege and the duty of client confidentiality. These efforts are referred to as the “Gatekeeper Initiative.”
This article will describe briefly the background and status of the
Gatekeeper Initiative, trace the development of risk-based guidance for
the legal profession, review the development of voluntary, risk-based
good practices guidance for the legal profession in the U.S., and analyze
the application of the voluntary good practices guidance to the hypo1 CFT is sometimes referred to as “combating the financing of terrorism.” The
same concept is also referred to as “CTF,” for “counter-terrorist financing.” For consistency, this article will use the acronym CFT.
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thetical fact pattern described above. This article will highlight the need
for transactional and other lawyers to embrace the voluntary good practices guidance, both from the perspective of performing responsible and
effective CDD and deflecting federal legislative efforts to impose onerous AML and CFT obligations on the legal profession.
I. FATF

AND THE

40+9 RECOMMENDATIONS

World leaders created the Financial Action Task Force on Money
Laundering (“FATF”) in 1989 to develop and promote national and international policies to combat money laundering and terrorist financing.2 FATF, an inter-governmental policy-making body, seeks to
“generate the necessary political will to bring about legislative and regulatory reforms” in the money laundering and terrorist financing areas.3
FATF has no independent ability to enact laws but instead relies on its
political muscle to achieve reforms in these areas. Since its creation in
1989, FATF has focused its efforts on three main activities: (a) standard
setting, (b) ensuring effective compliance with its standards, and (c)
identifying money laundering and terrorist financing threats.4 It does so
by conducting “Mutual Evaluations” on member countries – and by rating each country in its compliance with relevant standards.5
The United States, along with the United Kingdom, France, Italy,
and Germany are charter members of FATF along with eleven other
members.6 FATF now consists of 36 members, comprised of 34 countries and territories, and 2 regional organizations.7 Eight organizations
are FATF associate members.8 FATF members must commit in writing
2

See FINANCIAL ACTION TASK FORCE, http://www.fatf-gafi.org (last visited July 14,

2011).
3 Id.; See also Andrew de Lotbinière McDougall, International Arbitration and
Money Laundering, 20 AM. U. INT’L L. REV. 1021 (2005) (discussing the origins of
FATF).
4 FINANCIAL ACTION TASK FORCE, FATF REVISED MANDATE 2008-2012, at 2
para. 2 (Apr. 12, 2008), available at http://www.fatf-gafi.org/dataoecd/3/32/40433653.pdf.
5 Id. para. 5.
6 See FATF Members and Observers, FINANCIAL ACTION TASK FORCE http://www.
fatf-gafi.org/document/52/0,3746,en_32250379_32236869_34027188_1_1_1_1,00.html (last
visited July 14, 2011).
7 Argentina, Australia, Austria, Belgium, Brazil, Canada, China, Denmark, European Commission, Finland, France, Germany, Greece, Gulf Co-operation Council, Hong
Kong, China, Iceland, India (which is the most recent addition), Ireland, Italy, Japan,
Kingdom of the Netherlands (comprises the Netherlands, Aruba, Curaçao, and Saint
Maarten), Luxembourg, Mexico, New Zealand, Norway, Portugal, Republic of Korea,
Russian Federation, Singapore, South Africa, Spain, Sweden, Switzerland, Turkey,
United Kingdom, and United States. See id.
8 The Asia/Pacific Group on Money Laundering, The Caribbean Financial Action
Task Force, The Eurasian Group, The Eastern and Southern Africa Anti-Money Laun-
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at the political level to endorse and support FATF’s recommendations
and policies and agree to undergo periodic mutual evaluations and attain acceptable ratings.9
Less than a year after its formation, FATF issued in 1990 a comprehensive action plan for combating money laundering known as the Forty
Recommendations.10 The Forty Recommendations represent the basic
framework for AML efforts and are designed to be of universal application.11 In FATF’s view, the Forty Recommendations are “neither complex nor difficult, nor do they compromise the freedom to engage in
legitimate transactions or threaten economic development.”12 The
Forty Recommendations consist of four major sections: (A) the role of
the legal systems; (B) measures to be taken by financial institutions and
non-financial businesses and professions; (C) institutional and other
necessary measures to be taken; and (D) international cooperation.13
Specific recommendations are referred to as “Recommendations.”
For example, Recommendation 1 provides that countries should
criminalize money laundering.14 Recommendations 2 and 3 continue
the theme of how each country’s legal system should be adapted to
AML/CFT measures.15 Recommendations 4 through 25 describe the
measures financial institutions and designated non-financial businesses
and professions (“DNFBPs”) should take to prevent money laundering

dering Group, The Council of Europe Committee of Experts on the Evaluation of AntiMoney Laundering Measures and the Financing of Terrorism, The Financial Action Task
Force on Money Laundering in South America, The Inter Governmental Action Group
against Money Laundering in West Africa, and The Middle East and North Africa Financial Action Task Force. See id.
9 Member Countries & Observers FAQ, FINANCIAL ACTION TASK FORCE, http://
www.fatf-gafi.org/document/5/0,3343,en_32250379_32236869_34310917_1_1_1_1,00.html
(last visited July 14, 2011).
10 See FINANCIAL ACTION TASK FORCE, FATF 40 RECOMMENDATIONS (2003),
available at http://www.fatf-gafi.org/dataoecd/7/40/34849567.pdf [hereinafter 40
RECOMMENDATIONS].
11 See id.
12 See The 40 Recommendations, FINANCIAL ACTION TASK FORCE, http://www.fatfgafi.org/document/28/0,3343,en_32250379_32236930_33658140_1_1_1_1,00.html (last visited July 14, 2011) [hereinafter The 40 Recommendations].
13 40 RECOMMENDATIONS, supra note 10.
14 Id. at 3.
15 Id. at 3-4.
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and terrorist financing.16 These measures include customer due diligence and record-keeping.17
Recommendations 13 through 16 deal with suspicious transaction
reporting (“STR”).18 Recommendation 13, which articulates the general STR rule, states that if a financial institution suspects or has reasonable grounds to suspect that funds are the proceeds of criminal activity
or are related to terrorist financing, the financial institution must notify
the appropriate financial intelligence unit (“FIU”) of its suspicions by
filing an STR.19 Recommendation 14 embodies the corollary “no tipping off” rule, or “NTO” rule.20 Under the NTO rule, if the financial
institution files an STR with the FIU, the financial institution cannot
inform its customer that it has made such a report.21 The STR requirement and the NTO rule have been a controversial aspect of the application of the Forty Recommendations to the legal profession.
Recommendations 33 and 34 focus on the need to ensure the transparency of legal persons and arrangements to prevent money laundering
and terrorist financing.22 Recommendation 33 provides in pertinent
part that “[c]ountries should take measures to prevent the unlawful use
of legal persons by money launderers. Countries should ensure that
there is adequate, accurate and timely information on the beneficial
ownership and control of legal persons that can be obtained or accessed
16 Id. at 4-10, 15-16 (defining DNFBPs to include casinos, real estate agents, dealers
in precious metals and stones, lawyers, notaries, other legal professionals, and
accountants).
17 Id. at 4-5 (Recommendation 5 — describing CDD measures); see also id. at 7
(Recommendation 12 — describing application of CDD and record-keeping measures to
DNFBPs in certain situations).
18 Id. at 8; see also 12 C.F.R. § 21.11 (2010) (The equivalent requirement under the
Bank Secrecy Act is the “Suspicious Activity Report” (“SAR”). Depository institutions
in the United States are required by federal law to file SARs on transactions or attempted transactions involving at least $5,000 that the financial institution knows, suspects, or has reason to suspect (a) involve money derived from illegal activities, (b) are
intended or conducted to hide or disguise funds or assets derived from illegal activity, (c)
or designed to evade requirements under the Bank Secrecy Act or other financial reporting requirements, or (d) have no business or apparent lawful purpose).
19 40 RECOMMENDATIONS, supra note 10 at 8; see also id. at 10. Recommendation
26 provides that an FIU is a national center that receives (and, as permitted, requests),
analyzes, and disseminates STR and other information regarding potential money laundering or terrorist financing.
20 Id. at 8.
21 Compare id. with 40 RECOMMENDATIONS, Interpretative Notes, supra note 10 at
22. Recommendation 14(b) states in pertinent part that “[f]inancial institutions, their
directors, officers and employees should be: . . . [p]rohibited by law from disclosing the
fact that a [STR] or related information is being reported to the FIU.” The Interpretative Notes indicate, however, that tipping off does not occur when a lawyer seeks to
dissuade a client from engaging in illegal activity.
22 40 RECOMMENDATIONS, supra note 10 at 11-12.
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in a timely fashion by competent authorities.”23 Recommendation 34
states that “[c]ountries should take measures to prevent the unlawful
use of legal arrangements by money launderers.”24 The remaining Recommendations focus mainly on international assistance and cooperation
on AML issues and the role of financial systems in combating money
laundering.25
FATF revised the Forty Recommendations for the first time in
1996.26 The most recent revisions to the Forty Recommendations were
made in 2004, including the addition of Interpretative Notes designed to
“clarify the application of specific Recommendations and to provide additional guidance.”27 FATF perceived a need to revise the Forty Recommendations in 2004 because it noted “increasingly sophisticated
combinations of techniques, such as the increased use of legal persons to
disguise the true ownership and control of illegal proceeds, and an increased use of professionals to provide advice and assistance in laundering criminal funds.”28 This version of the Forty Recommendations has
been endorsed by more than 170 jurisdictions and represents the international AML standard.29
A month after the September 11, 2001 terrorist attacks in the
United States, FATF expanded its mandate to address terrorist financing and issued the Special Recommendations on Terrorist Financing.30
The Special Recommendations, originally comprised of eight recommendations intended to complement the Forty Recommendations, are
designed to combat the funding of terrorist acts and terrorist organizations.31 A ninth special recommendation was added in October 2004 to
23 40 RECOMMENDATIONS, supra note 10, at 11-12. Recommendation 33 has been
the subject of intense debate involving the legal profession, federal regulators and legislators, and other stakeholders. The core issue is whether, and to what extent, a party must
obtain and verify beneficial ownership of a legal entity as part of the CDD process.
24 40 RECOMMENDATIONS, supra note 10, at 12.
25 For example, Recommendation 27 states that countries must “ensure that designated law enforcement authorities have responsibility for money laundering and terrorist
financing investigations.” 40 RECOMMENDATIONS, supra note 10, at 11.
26 See The 40 Recommendations, supra note 12.
27 See id. FATF last revised the Forty Recommendations on October 22, 2004. See
40 RECOMMENDATIONS, supra note 10, at 1. FATF plans to adopt further revisions to the
Forty Recommendations in February 2012.
28 See Long Abstract, FINANCIAL ACTION TASK FORCE, http://www.fatf-gafi.org/
LongAbstract/0,3425,en_32250379_32237257_34849568_1_1_1_1,00.html (last visited July
14, 2011).
29 See FINANCIAL ACTION TASK FORCE, 2008-2009 ANNUAL REPORT, at 24 (July
2009), available at http://www.fatf-gafi.org/dataoecd/11/58/43384540.pdf [hereinafter
FATF ANNUAL REPORT].
30 Id. FATF adopted the original eight Special Recommendations on October 22,
2001.
31 Id.
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address the concerns with cash couriers, thereby constituting the Nine
Special Recommendations.32 The Forty Recommendations and the
Nine Special Recommendations are sometimes collectively referred to
as the “40+9 Recommendations.”33 In sum, the 40+9 Recommendations, together with their interpretative notes, “constitute the international standards for combating money laundering and terrorist
financing.”34
II. BACKGROUND

OF

GATEKEEPER INITIATIVE

Now entering its second decade of existence, the Gatekeeper Initiative traces its origin to the Moscow Communiqué issued at the 1999
meeting of the G-8 Finance Ministers.35 It calls on countries to consider
various means to address money laundering through the efforts of professional gatekeepers of the international financial system, including
lawyers, accountants, company formation agents, and others.36
In recent years, the fight against money laundering has gained importance in the priorities of many countries. Moved by FATF, governments
from countries that comprise the principal financial centers have worked
collaboratively to identify money laundering typologies, develop recommendations on best practices to combat money laundering, criminalize
money laundering around the world, and encourage cooperation among
national law enforcement and regulation agencies.37 Following the Moscow Communiqué, FATF created a working group that identified several professions as “gatekeepers” (including lawyers and accountants)
with respect to money laundering.38 On May 31, 2002, FATF published
a consultation paper entitled “Review of the FATF 40 Recommenda32 See 9 Special Recommendations (SR) on Terrorist Financing (TF), FINANCIAL
ACTION TASK FORCE, http://www.fatf-gafi.org/document/9/0,3343,en_32250379_32236920
_34032073_1_1_1_1,00.html (last visited July 14, 2011).
33 See id. The nine special recommendations are available at http://www.fatf-gafi.
org/dataoecd/8/17/34849466.pdf.
34 FATF ANNUAL REPORT, at 10.
35 See Ministerial Conference of the G-8 Countries on Combating Transnational Organized Crime (Moscow, Oct.19-20, 1999), Communique, http://www.justice.gov/criminal/
cybercrime/g82004/99MoscowCommunique.pdf [hereinafter Communique].
36 Lawyers and accountants are considered “gatekeepers” because “they have the
ability to furnish access (knowingly or unwittingly) to the various functions that might
help the criminal with funds to move or conceal.” FINANCIAL ACTION TASK FORCE,
REPORT ON MONEY LAUNDERING TYPOLOGIES 2000-2001 (Feb. 1, 2001), available at
http://www.fatf-gafi.org/dataoecd/29/36/34038090.pdf.
37 See, e.g., Colin Tyre, Anti-Money Laundering Legislation: Implementation of the
FATF Forty Recommendations in the European Union, 2010 J. PROF. LAW. 69, 71, 79
(2010) available at http://www.americanbar.org/content/dam/aba/migrated/cpr/pdfs/
jpl10_03tyre.authcheckdam.pdf.
38 Communique para. 32.
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tions” in which FATF identified several areas where possible changes
could be made to FATF’s AML framework.39 The broad topics covered
concern CDD and STRs, beneficial ownership and control of corporate
vehicles, and the application of AML obligations to DNFBPs, including
the legal profession.40
In the United States, the Money Laundering and Financial Crime
Strategy Act of 199841 obligates the U.S. Departments of Justice
(“DOJ”) and Treasury (“Treasury”) to issue an annual “National Money
Laundering Strategy Report,” outlining a plan of action to enhance U.S.
AML efforts. The 2000 report bestowed upon the DOJ the task of reviewing the professional responsibilities of lawyers and making recommendations “ranging from enhanced professional education, standards,
or rules, or legislation, as may be needed.”42 A similar theme was set
forth in the 2001 report.43 An inter-agency working group was established, including the DOJ, Treasury, the Securities and Exchange Commission, and Treasury’s Financial Crimes and Enforcement Network
(“FinCEN”). This inter-agency group is charged with developing a U.S.
position on the Gatekeeper Initiative.44
The American Bar Association’s Task Force on Gatekeeper Regulation and the Profession (“Gatekeeper Task Force”) was formed in
February 2002 to address certain issues arising from the Gatekeeper Initiative.45 The mission of the Gatekeeper Task Force is to respond to
initiatives by DOJ, Treasury, the Congress, FATF, and other stakeholders that will affect the attorney-client relationship in the context of
AML enforcement.46 The Gatekeeper Task Force (a) reviews and evaluates ABA policies and rules regarding the ability of attorneys to disclose client activity and information, (b) works to develop positions on
39 See AM. BAR ASS’N, REPORT TO THE HOUSE OF DELEGATES, at 3, available at
http://adwww2.americanbar.org/sections/criminaljustice/CR301000/PublicDocuments/
Lawyer%20Good%20Practice%20Guidance.pdf [hereinafter ABA REPORT TO THE
HOUSE OF DELEGATES].
40 Similar topics were addressed in the third round of mutual evaluations of the
Recommendations. For a discussion of the results of the most recent round of this review, see Results of the Public Consultation on the Review of the FATF Standards, FINANCIAL ACTION TASK FORCE, http://www.fatf-gafi.org/document/28/0,3746,en_32250379_
32236920_46266908_1_1_1_1,00.html (last visited July 14, 2011). The Consultation Paper
for the 2010 review itself is available at http://www.fatf-gafi.org/dataoecd/3/30/46266717.
pdf.
41 31 U.S.C. § 5342 (2006).
42 ABA REPORT TO THE HOUSE OF DELEGATES, at 3.
43 Id.
44 Id.
45 Task Force on Gatekeeper Regulation and the Profession, AM. BAR ASS’N, http://
www.americanbar.org/groups/criminal_justice/pages/TaskForce.html (last visited July 14,
2011).
46 Id.
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the Gatekeeper Initiative issue, (c) develops educational programs for
legal professionals and law students, and (d) organizes resource materials to allow lawyers to comply with their AML responsibilities.47
At the time the Gatekeeper Task Force was established, its principal focus with regard to federal AML policy was whether the federal
government would impose a mandatory STR requirement on lawyers,
i.e., filing with federal government regulators or law enforcement personnel reports on suspicious activity by clients, and being prohibited
from informing clients that such a report had been filed (the so-called
“NTO” rule).48 This would have made lawyers subject to reporting obligations that are similar to what banks and other financial institutions
have for reporting suspicious financing transactions to FinCEN. In
more recent years, the focus of the Gatekeeper Task Force has turned to
the risk-based approach to combat money laundering and terrorist financing and to address efforts by federal legislators to impose
mandatory AML obligations on the legal profession. To date, the Gatekeeper Task Force has been instrumental in seeking the adoption of
three ABA House of Delegates resolutions on Gatekeeper Initiative issues. House of Delegates Resolution 104 was adopted in 2003,49 House

47

Id.
Kevin Shepherd, The Gatekeeper Initiative and the Risk-Based Approach to Client
Due Diligence: The Imperative for Voluntary Good Practices Guidance For U.S. Lawyers
2010 J. PROF. LAW. 83, 90 (2010), available at http://www.americanbar.org/content/dam/
aba/migrated/cpr/pdfs/jpl10_04shepherd.authcheckdam.pdf (last visited July 14, 2011).
49 In February 2003, the Gatekeeper Task Force submitted a Recommendation and
Report to the House of Delegates on the Gatekeeper Initiative. The Section of Real
Property, Probate and Trust Law (now the Section of Real Property, Trust and Estate
Law), the Criminal Justice Section, the Section of Litigation, and the Section of International Law joined in this submission. The 2003 Recommendation supported the enactment of reasonable and balanced initiatives to detect and prevent money laundering and
terrorist financing. At the same time, the 2003 Recommendation opposed any law or
regulation that would compel lawyers to disclose privileged or confidential information to
government officials based on “suspicious” activity of the client, or otherwise compromise the attorney-client relationship or independence of the bar. The 2003 Recommendation also noted that the Model Rules of Professional Responsibility [sic] would
continue to be reviewed as they relate to the obligations of lawyers to maintain client
confidences, and urged bar associations and law schools to undertake educational efforts
on money laundering risks and concerns. The Report accompanying the 2003 Recommendation explained the appropriate role of lawyers in U.S. government efforts to combat money laundering; analyzed the legal and ethical problems arising from any
mandatory reporting obligation to the U.S. government to reveal client information that
involves a “suspicion” of possible money laundering or other criminal activity; and discussed existing legal and ethical requirements that minimize the risk that lawyers will be
involved in money laundering activities. The 2003 Recommendation, dated February 1011, 2003, is now known as Resolution 104. See id. at n.32.
48
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of Delegates Resolution 300 was adopted in 2008,50 and House of Delegates Resolution 116 was adopted in 2010.51
III. RISK-BASED APPROACH AND DEVELOPMENT
LAWYER GUIDANCE52

OF

The risk-based approach is grounded in the premise that the limited
resources (both governmental and private sector) available to combat
50 In 2008, two developments emerged that prompted the Gatekeeper Task Force to
submit a Report and Recommendation to the House of Delegates at the 2008 Annual
Meeting in New York City. First, in May 2008, federal legislation was proposed to require those who form corporations and limited liability companies to document, and in
some cases to verify and make available to law enforcement authorities, the beneficial
ownership of these business entities. This legislation would impose significant and difficult burdens on company formation agents (including lawyers in some circumstances),
state authorities, and others to comply with this legislation. Second, in 2008 FATF was in
the process of developing the risk-based Lawyer Guidance.
In response to these two developments, the Task Force Report and Recommendation provided that states, and not the federal government, should retain the authority to
regulate those who form these unincorporated business entities. The Report and Recommendation noted that amendments to certain uniform and model laws relating to the
formation of these business entities were currently under review to address concerns
raised by law enforcement officials and policy makers. The Recommendation opposed
federal legislation as premature, in order to provide the states with the opportunity to
develop a uniform solution to address the issue of beneficial ownership when forming
entities under state law.
The Report and Recommendation also urged U.S. lawyers to develop voluntary riskbased guidance for CDD, and directed the ABA to develop this voluntary guidance for
one or more of its constituent sections and to engage with the federal government and
other interested parties in this process. The Report and Recommendation cautioned
that, absent this voluntary guidance, it is possible that federal regulators and lawmakers
could impose a rules-based approach on the legal profession, thereby triggering significant issues with regard to the attorney-client privilege, the duty of client confidentiality,
the attorney-client relationship, and the delivery of legal services more generally. The
Recommendation, dated August 11-12, 2008, is now known as Resolution 300. Since the
adoption of Resolution 300, the Gatekeeper Task Force has developed the Good Practices Guidance, obtained endorsements of the Good Practices Guidance by various ABA
sections and specialty bar associations, participated in lawyer educational programs on
AML risks and compliance more generally; maintained a dialogue with the federal government and FATF concerning the imposition of STR and other AML requirements on
the legal profession; and interacted with other U.S. and non-U.S. bar associations, law
societies, and legal professional organizations concerning government policy and the
work of FATF regarding the role of the legal profession in preventing money laundering
and terrorist financing. See id. at 90-91, 90 n.33.
51 Pursuant to Resolution 116, the House of Delegates adopted the Good Practices
Guidance as official ABA policy. AM. BAR ASS’N, REPORT AND RECOMMENDATION 116,
at Recommendation lines 8-10 (Aug. 2010), available at http://levin.senate.gov/imo/media/
doc/supporting/2010/PSI.ABAvoluntaryAMLguidance.080910.pdf.
52 This section borrows liberally from ABA REPORT TO THE HOUSE OF
DELEGATES, supra note 39, at 5-7 and Kevin Shepherd & Edward Krauland, Voluntary
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money laundering and terrorist financing should be employed and allocated in the most efficient manner possible so that the sources of the
greatest risks receive the most attention. A risk-based approach is intended to ensure that measures to prevent or mitigate money laundering
and terrorist financing are commensurate with the risks identified,
thereby facilitating an efficient allocation of this limited pool of resources. By contrast, a “rules-based” approach ignores risk and
mechanically applies the governing standards in a rote, box ticking
manner.
The proportionate nature of the risk-based approach means that
higher risk areas should be subject to enhanced risk-based procedures,
such as enhanced CDD and enhanced transaction monitoring. By contrast, simplified, modified, or reduced risk management procedures may
apply in lower risk areas. An effective risk-based approach involves
identifying and categorizing money laundering and terrorist financing
risks and establishing reasonable controls based on the risks identified.
FATF has been active in developing risk-based guidance for financial institutions and DNFBPs, including legal professionals. In June
2007, FATF adopted Guidance on the Risk-Based Approach to Combating Money Laundering and Terrorist Financing: High Level Principles and Procedures, which includes guidance for public authorities and
guidance for financial institutions (“Financial Institution Guidance”).53
This effort was the culmination of extensive consultation between private and public sector members of an Electronic Advisory Group
(“EAG”) established by FATF.
In addition to financial institutions, the Forty Recommendations also
cover a number of DNFBPs. At its June 2007 meeting, FATF’s Working
Group on Evaluation and Implementation (“WGEI”) endorsed a proposal to convene a meeting of the representatives from the DNFBPs to
assess the possibility of developing guidance on the risk-based approach
for their sectors, using the same structure and style as the Financial Institution Guidance.54
Three months later, in September 2007, FATF convened a meeting in
London attended by members of organizations that represent lawyers,
notaries, trust and company service providers (“TCSPs”), accountants,
casinos, real estate agents, and dealers in precious metals and stones.55
Good Practices Guidance for Lawyers to Detect and Combat Money Laundering and
Terrorist Financing (2010), infra Appendix 1, at 5-6.
53 Shepherd & Krauland, infra Appendix 1, at 5. Though this Guidance is available
in other places, all page references herein conform to the pagination of the Guidance as it
appears in the appendix.
54 Id.
55 ABA REPORT TO THE HOUSE OF DELEGATES, supra note 39, at 6.
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The Gatekeeper Task Force representatives attended this meeting. This
private sector group expressed an interest in contributing to guidance
for the DNFBPs on implementing a risk-based approach for their sectors. The guidance for the DNFBPs would follow the principles of the
risk-based approach already established by FATF, and would highlight
risk factors specific to the DNFBPs, as well as suggest mitigation strategies that fit with the particular activities and businesses of the
DNFBPs.56 FATF established another EAG to facilitate the work. The
U.S. government, through Treasury, was supportive of FATF’s effort
and its outreach to the private sector.
The private sector group met again in December 2007 in Bern, Switzerland and was joined by a number of specialist public sector members,
including representatives from the Gatekeeper Task Force and the
American College of Trust and Estate Counsel (“ACTEC”).57 Separate
working groups comprising public and private sector members were established, and private sector chairs were appointed. The EAG met in
Paris in April 2008, in London in June 2008, and in Ottawa in September 2008 to advance discussions on developing guidance for legal professionals.58 After further international consultation with both public and
private sectors, FATF adopted the Lawyer Guidance at its October 2008
plenary in Rio de Janeiro.59 Guidance for each of the other DNFBP
sectors was published separately in 2008.60
The Lawyer Guidance contains 126 separately numbered
paragraphs and organizationally tracks the Financial Institutions Guidance developed by FATF for the financial institutions industry that
56

Id.
Id.
58 Id.
59 Id. at 6-7. For a detailed analysis of the development of the Lawyer Guidance, see
Kevin L. Shepherd, Guardians at the Gate: The Gatekeeper Initiative and the Risk-Based
Approach for Transactional Lawyers, 43 REAL PROP. TR. & EST. L.J. 607 (2009) [hereinafter Shepherd Guardians]. For an excellent overview and critique of the Lawyer Guidance, see Laurel S. Terry, An Introduction to the Financial Action Task Force and Its
2008 Lawyer Guidance, 2010 J. PROF. LAW. 3 (2010).
60 FINANCIAL ACTION TASK FORCE, RBA GUIDANCE FOR CASINOS (Oct. 23, 2008),
available at http://www.fatf-gafi.org/dataoecd/5/61/41584370.pdf; FINANCIAL ACTION
TASK FORCE, RBA GUIDANCE FOR TRUST AND COMPANY SERVICE PROVIDERS (TCSPs)
(June 17, 2008), available at http://www.fatf-gafi.org/dataoecd/19/44/41092947.pdf; FINANCIAL ACTION TASK FORCE, RBA GUIDANCE FOR ACCOUNTANTS (June 17, 2008), available at http://www.fatf-gafi.org/dataoecd/19/40/41091859.pdf; FINANCIAL ACTION TASK
FORCE, RBA GUIDANCE FOR REAL ESTATE AGENTS (June 17, 2008), available at http://
www.fatf-gafi.org/dataoecd/18/54/41090722.pdf; FINANCIAL ACTION TASK FORCE, RBA
GUIDANCE FOR DEALERS IN PRECIOUS METALS AND STONES (June 17, 2008) (no longer
available on the FATF website; see Risk-Based Approach (RBA) Guidance, FINANCIAL ACTION TASK FORCE, http://www.fatf-gafi.org/document/21/0,3343,en_
32250379_32235720_44123221_1_1_1_1,00.html (last visited July 14, 2011)).
57
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served as a template for the Lawyer Guidance.61 The Lawyer Guidance
is a complex document that addresses different audiences (e.g., private
sector and public authorities), undertakes to identify the AML/CFT issues specific to the legal profession, and outlines the risk factors that
lawyers need to consider in developing a risk-based system.62
The Lawyer Guidance is “high level” guidance intended to provide
a broad framework for implementing a risk-based approach for the legal
profession.63 It does not offer detailed direction on the application of
this approach to specific factual situations, nor does it take into account
the practical realities of the practice of law in an increasingly complex
environment or attempt to address jurisdictional variations among
FATF member countries. For those reasons, the Lawyer Guidance
urges the legal profession generally, or in different countries, to develop
“good practice in the design and implementation of an effective riskbased approach.”64
Importantly, the Lawyer Guidance is limited to those lawyers who
“prepare for and carry out specified activities.”65 The Lawyer Guidance
focuses on the services performed by the lawyer, meaning that all lawyers are not automatically subject to the Lawyer Guidance. The Lawyer
Guidance does not define “prepare for and carry out,” but it does define
“specified activities” as described below. Thus, even if the lawyer is subject to the Lawyer Guidance, CDD may not be required because of the
particular nature of the proposed engagement.
The “specified activities” (collectively, “Specified Activities” or, individually, “Specified Activity”) consist of the following five (5) categories: (a) buying and selling of real estate, (b) managing of client money,
securities or other assets, (c) management of bank, savings or securities
accounts, (d) organization of contributions for the creation, operation,
or management of companies, and (e) creation, operation, or management of legal persons or arrangements, and buying and selling of business entities.66 The last Specified Activity presumably includes the
61 Shepherd & Krauland, infra Appendix 1, at 5. See Kathleen J. Hopkins, An Update on the FATF Guidance for Legal Professionals and Development of Good Practice
Guidelines, available at http://apps.americanbar.org/buslaw/committees/CL190000pub/
newsletter/200901/fatf.pdf.
62 Shepherd & Krauland, infra Appendix 1, at 5; see Hopkins, supra note 60, at 3.
63 Shepherd & Krauland, infra Appendix 1, at 5; see Hopkins, supra note 60, at 3.
64 FINANCIAL ACTION TASK FORCE, RBA GUIDANCE FOR LEGAL PROFESSIONALS,
at 4 para. 6 (Oct. 23, 2008), available at http://www.fatf-gafi.org/dataoecd/5/58/41584211.
pdf [hereinafter LAWYER GUIDANCE].
65 Id. at 6 para. 12.
66 See id. at 6-7 para. 12. The somewhat awkward wording used in this paragraph
tracks the precise language of the Lawyer Guidance. Earlier drafts of the Lawyer Guidance used the phrase “regulated activities” when referring to the Specified Activities.
FATF replaced the “regulated activities” formulation with the “Specified Activities” for-
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creation, operation, and management of trusts. The Lawyer Guidance
does not further define the Specified Activities, thereby creating ambiguity about the scope and coverage of each Specified Activity.67 If a
lawyer performs or carries out one or more of the Specified Activities,
that lawyer is subject to the Lawyer Guidance.
IV. RISK CATEGORIES
The Lawyer Guidance identifies three major risk categories with
regard to legal engagements: (a) country/geographic risk, (b) client risk,
and (c) service risk.68 Lawyers need to determine their exposure to
each of these risk categories. The relative weight to be given to each
risk category in assessing the overall risk of money laundering and terrorist financing will vary from one lawyer or firm to another because of
the size, sophistication, location, and nature and scope of services offered by the lawyer or the firm. Based on their individual practices and
judgments, lawyers will need to assess independently the weight to be
given to each risk factor. These risk factors are subject to variables that
may increase or decrease the perceived risk posed by a particular client
or type of work.
With respect to the first major risk category, country/geographic
risk, no universally adopted listing of countries or geographic areas that
are deemed to present a lower or higher risk exists. FATF, however, has
recently taken steps to identify lower and higher risk countries or geographic areas.69 The Lawyer Guidance itself identifies the profile of
mulation to avoid conveying the impression that the Lawyer Guidance “regulated” the
legal profession.
67 Id. For example, the Lawyer Guidance does not define “buying and selling of
real estate.” Certainly, the act or process of buying or selling real estate is a Specified
Activity, but less clear is whether other activities related to the buying and selling of real
estate are covered. One example is the leasing of real estate, which arguably appears not
to be covered within the ambit of “buying and selling of real estate.” By contrast, although the term “financing” is not used in the phraseology in the five Specified Activities, a fair reading of the Specified Activities suggests that the financing of real estate
would be included within the Specified Activity of organizing “contributions for the creation, operation or management of companies.” FATF’s focus on the movement of funds
reinforces this view.
68 See id. at 25 para. 106.
69 See FINANCIAL ACTION TASK FORCE, PUBLIC STATEMENT (Feb. 2010), available
at http://www.fatf-gafi.org/dataoecd/34/29/44636171.pdf. See also Improving Global
AML/CFT Compliance: Update On-Going Process, FINANCIAL ACTION TASK FORCE,
http://www.fatf-gafi.org/document/31/0,3746,en_32250379_32236992_46237087_1_
1_1_1,00.html (last visited July 14, 2011) (identifies additional jurisdictions such as Bangladesh, Ghana, Honduras, Philippines, Tanzania, Venezuela, and Vietnam). See also
High-risk and Non-cooperative Jurisdictions, FINANCIAL ACTION TASK FORCE, http://
www.fatf-gafi.org/pages/0,3417,en_32250379_32236992_1_1_1_1_1,00.html (last visited
July 14, 2011) (discussing the reasons for and methodology and purposes of FATF in-

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

16

unknown

ACTEC LAW JOURNAL

Seq: 16

18-JAN-12

10:25

[Vol. 37:1

those countries that in FATF’s view pose a higher risk of money laundering.70 These higher risk countries include those that are subject to
sanctions, embargoes, or similar measures issued by certain bodies, such
as the United Nations and those identified by credible sources as having
significant levels of corruption or other criminal activity or a location
from which funds or support are provided to terrorist organizations.71
The second major risk category, client risk, entails an analysis of
various factors to assess the potential money laundering or terrorist financing risk posed by a client. Clients encompass a broad spectrum,
ranging from individuals to global enterprises. This breadth of clients
presents challenges to the lawyer to determine whether a particular client poses a higher risk and, if so, the level of that risk and whether the
application of any mitigating factors influences that determination.72
The Lawyer Guidance identifies about a dozen categories of potentially
higher risk clients, such as politically exposed persons (PEPs).73 Not all
high level political officials are PEPs; rather, PEPs are high level political officials in foreign countries.74 Other categories of potentially higher
risk clients include (a) clients conducting their relationship or requesting
services in unusual or unconventional circumstances (as evaluated in
light of all the circumstances of the representation), (b) legal structures
that make it difficult to identify in a timely manner the true beneficial
owner or controlling interests, (c) clients having convictions for “proceeds generating crimes” (such as embezzlement) who instruct the lawyer (who has actual knowledge of these convictions) to undertake
volvement with high-risk and non-cooperative jurisdictions). At the G20 meeting in
Pittsburgh, Pennsylvania in September 2009, the G20 leaders called on FATF to identify
high-risk jurisdictions by February 2010. Shortly after the Pittsburgh meeting, FATF expressed concern about the money laundering and terrorist financing risk emanating from
Iran, Uzbekistan, Turkmenistan, Pakistan, and São Tomé and Prı́ncipe.
70 See LAWYER GUIDANCE, supra note 63, at 26 para. 108.
71 Id.
72 See id. at 26-28 para.109.
73 Id.; 40 RECOMMENDATIONS, supra note 10, at 17 (Glossary). Both the FATF 2008
Lawyer Guidance and the FATF Recommendations include a glossary with the following
definition of politically exposed persons or PEPs:
PEPs are individuals who are or have been entrusted with prominent public
functions in a foreign country, for example Heads of State or of government,
senior politicians, senior government, judicial or military officials, senior executives of state owned corporations, important political party officials. Business
relationships with family members or close associates of PEPs often involve
reputational risks similar to those with PEPs themselves. The definition is not
intended to cover middle ranking or more junior individuals in the foregoing
categories.
74 40 RECOMMENDATIONS, supra note 10, at 17 (Glossary). As of the date of this
article, FATF is considering the enlargement of the definition of PEPs to include high
level domestic political officials.
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Specified Activities on their behalf, and (d) the use of legal entities and
arrangements without any apparent legal or legitimate tax, business, economic, or other reason.75
The third major risk category, service risk, identifies those services
at higher risk for money laundering and terrorist financing. Typically
those services involve the movement of funds, the concealment of beneficial ownership, or both. For example, a lawyer who “touches the
money” while performing or carrying out a Specified Activity creates a
higher risk for potential money laundering if the lawyer does not know
the sources and destination of the funds.76 Others services considered
to present a higher risk of money laundering or terrorist financing include (a) services that conceal improperly beneficial ownership from
competent authorities, (b) services requested by the client for which the
client knows the lawyer does not have expertise except where the lawyer
refers the request to an appropriately trained professional for advice,
and (c) transfer of real estate between parties in a time period that is
unusually short for similar transactions with no apparent legal, tax, business, economic, or other legitimate reason.77
Once a lawyer performs CDD based on the factors identified within
the three major risk categories described above, the lawyer needs to
take into account a number of risk variables. These risk variables may
either require the lawyer to perform enhanced due diligence or lead the
lawyer to conclude that standard CDD can be reduced. In FATF’s view,
however, every client, without exception, presents some level of potential to engage in money laundering or terrorist financing.78 This view
has been the subject of considerable criticism.79
The risk variables include (a) the nature of the client relationship
and the client’s need for the lawyer to provide Specified Activities, (b)
the level of regulation or other oversight or governance regime to which
a client is subject, (c) the reputation and publicly available information
about a client, (d) the regularity and duration of the relationship, and
(e) the proportionality between the magnitude or volume and longevity
75

Id.
LAWYER GUIDANCE, supra note 63, at 28 para. 110 (first bullet). This formulation
of the financial intermediaries standard originated with the Gatekeeper Task Force in
2003. See Shepherd Guardians, supra note 58, at 40 n.170 (detailing background of this
standard).
77 LAWYER GUIDANCE, supra note 63, at 28 para. 110 (first, third, and fourth
bullets).
78 See Duncan E. Osborne, The Financial Action Task Force and its Impact on the
Practice of Law, 44 U. MIAMI INST. ON EST. PLAN. ¶ 1501, 1501.1 (2010).
79 Id. at ¶ 1507.
76
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of the client’s business and its use of the lawyer for its legal requirements, including the nature of the professional services sought.80
V. DEVELOPMENT

OF

GOOD PRACTICES GUIDANCE

The Lawyer Guidance, self-styled as “high level guidance,” offers
little practical guidance to U.S. lawyers. The risk factors lack elaboration, the Lawyer Guidance itself is laced with often impenetrable jargon,
and no practical insights are offered into the application of the risk factors to real life CDD scenarios. In light of these shortcomings and taking a cue from the Lawyer Guidance suggesting that the legal profession
develop good practices guidance, the Gatekeeper Task Force and representatives from other ABA sections and specialty bar associations (including the American College of Real Estate Lawyers and ACTEC)
collaborated to develop a paper entitled “Voluntary Good Practices
Guidance for Lawyers to Detect and Combat Money Laundering and
Terrorist Financing” (“Good Practices Guidance”).81 Dated April 23,
2010, the Good Practices Guidance is designed to implement the Lawyer Guidance by providing practical and understandable guidance to the
legal profession for the development of a risk-based approach to CDD.
The goal of the Good Practices Guidance is “to assist members of the
legal profession in the United States in designing and implementing effective risk-based approaches consistent with the broad contours of the
Lawyer Guidance.”82
It is important to understand the premise underlying the Good
Practices Guidance. The Good Practices Guidance “is not intended to
be, nor should it be construed as, a statement of the standard of care
governing the activities of lawyers in implementing a risk-based approach to combat money laundering and terrorist financing. Rather,
given the vast differences in practices, firms, and lawyers throughout the
United States, [the Good Practices Guidance] seeks only to serve as a
resource that lawyers can use in developing their own voluntary riskbased approaches. At the same time, [the Good Practices Guidance] is
not intended to be an academic exercise. The federal government is
80 See LAWYER GUIDANCE, supra note 63, at 30 para. 112 (first, second, third,
fourth, and sixth bullets).
81 See Shepherd & Krauland, infra Appendix 1. The following groups have endorsed the Good Practices Guidance: American Bar Association (“ABA”) Task Force
on Gatekeeper Regulation and the Profession; ABA Section of Real Property, Trust and
Estate Law; ABA Section of International Law; ABA Section of Business Law; ABA
Section of Taxation; ABA Criminal Justice Section; ABA Law Practice Management Section; ACTEC; American College of Real Estate Lawyers; American College of Mortgage
Attorneys; and American College of Commercial Finance Lawyers. Id. at 6.
82 Id.
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under pressure from FATF and others83[ ] to adopt legislation implementing some or all of the provisions of the Lawyer Guidance. An
overarching purpose of [the Good Practices Guidance] is to encourage
and empower lawyers to develop and implement voluntary, but effective, risk-based approaches consistent with the Lawyer Guidance,
thereby negating the need for federal regulation of the legal
profession.”84
Organizationally, the first section of the Good Practices Guidance
provides an overview of the mechanics of money laundering and terrorist financing so that practitioners can better understand and achieve the
goals of the United States’ and FATF’s AML/CFT efforts.85 The sections that follow then describe the risk-based approach and recommended CDD, identify those lawyers who are subject to the Lawyer
Guidance, describe the Specified Activities that are addressed by the
Lawyer Guidance, list and analyze the risk categories and risk variables,
and conclude with a suggested protocol for client intake and assessment
and a discussion of the importance of on-going education and continuing legal education efforts in this area.86
The Good Practices Guidance is best viewed as “gloss” on the Lawyer Guidance. The Good Practices Guidance distills the concepts and
principles contained in the Lawyer Guidance in easy to understand language, which is particularly helpful given the sometimes syntactically
challenged nature of the Lawyer Guidance. “The ‘practice pointers’ appearing throughout the text, which take the form of hypothetical fact
patterns to highlight specific issues or points, are designed to provide
practical guidance and insights to practitioners. They may also elaborate on a statement or concept contained in the Lawyer Guidance.”87
Federal regulators have reviewed the Good Practices Guidance and
have expressed their support of it.88 These regulators view the Good
Practices Guidance as a significant step in implementing an effective
risk-based approach for legal professionals in the United States.89 Federal legislators have encouraged the ABA to issue guidance to its members prohibiting the use of any financial account to accept suspect funds
83 Id. These groups include development agencies, the Organisation for Economic
Co-Operation and Development, the International Monetary Fund, The World Bank,
and the United Nations. Id.
84 Id.
85 Id. at 8-11.
86 Id. at 8.
87 Id.
88 See id. at 6.
89 See id.
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involving PEPs,90 conceal PEP activity, facilitate suspect transactions involving PEPs, or circumvent AML or PEP controls at U.S. financial institutions.91 The Good Practices Guidance is an effort to address these
concerns.
The Gatekeeper Task Force understands through discussions with
Treasury representatives (including a meeting held on March 22, 2010 in
Washington, D.C.) that it would be helpful for the ABA to exhibit leadership in the development of non-governmentally imposed risk-based
guidance for U.S. lawyers, such as the Good Practices Guidance.92 The
Gatekeeper Task Force’s efforts in this area, coupled with on-going dialogue with Treasury representatives in the development and implementation of such guidance, would obviate the need for Congress to enact
legislation designed to impose a rules-based system on U.S. lawyers.93
A copy of the Good Practices Guidance is attached hereto as Appendix
1. The ABA House of Delegates, the policy making body of the ABA,
adopted a recommendation at its 2010 annual meeting in San Francisco
to endorse the Good Practices Guidance as official ABA policy.94
In connection with Treasury’s support of the Good Practices Guidance, Treasury has requested that the Gatekeeper Task Force and representatives from specialty bar associations (including ACTEC) explore
whether any amendments to the Model Rules of Professional Conduct
relating to the Gatekeeper Initiative or the Good Practices Guidance
90 As noted earlier, a politically exposed person is an individual who has been entrusted with a prominent public or governmental function, or is closely related to such a
person. By virtue of the PEP’s position and the influence it holds, a politically exposed
person presents a higher risk for potential involvement in bribery and corruption.
91 KEEPING FOREIGN CORRUPTION OUT OF THE UNITED STATES: FOUR CASE HISTORIES, U.S. SENATE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS, at 7 (Feb. 4,
2010). The .pdf file is available for download at http://hsgac.senate.gov/public/index.cfm?
FuseAction=files.View&FileStore_id=999271b5-e1b2-4ef3-944b-e687f52ee557 or by
searching the title on http://www.hsgac.senate.gov (last visited July 14, 2011).
92 See generally Task Force on Gatekeeper Regulation and the Profession, AM. BAR
ASS’N http://www.americanbar.org/groups/criminal_justice/pages/TaskForce.html (giving
an overview of the purpose of the taskforce) (last visited July 14, 2011).
93 See generally id. (explaining that the main goal of the Task Force is to preserve
the integrity of the attorney-client relationship while lawyers comply with their AML
responsibilities).
94 AM. BAR ASS’N, REPORT AND RECOMMENDATION 116, at Recommendation lines
8-10 (Aug. 2010), available at http://levin.senate.gov/imo/media/doc/supporting/2010/PSI.
ABAvoluntaryAMLguidance.080910.pdf. The endorsement by the ABA of the Good
Practices Guidance responded to requests by FATF, Congress, and federal regulators for
guidance to the legal profession, which may serve to preclude the imposition of a rulesbased federal regulatory approach on the legal profession. A rules-based approach
would invariably trigger significant issues with regard to the attorney-client privilege, the
duty of client confidentiality, the attorney-client relationship, and the delivery of legal
services more generally.
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are necessary or helpful.95 Representatives from the Gatekeeper Task
Force, ACTEC, and Treasury delivered a presentation of the Gatekeeper Initiative and the Good Practices Guidance to the 2010 Annual
Meeting of the Conference of Chief Justices.96 This presentation to the
top legal ethics enforcement officials in the U.S. was designed to engage
the state bar associations and the state judiciary on these issues.
VI. APPLICATION

OF

GOOD PRACTICES GUIDANCE

TO

CDD

Turning back to the hypothetical discussed at the beginning of this
article, the following will analyze the risk-based CDD assessment Kristen should have adopted at the inception of the new client relationship.
The Lawyer Guidance applies to lawyers when they “prepare for or
carry out specified activities.” The Lawyer Guidance does not define
“prepare for and carry out,” but it does define “Specified Activities” as
including the buying and selling of real estate and the creation of legal
persons and arrangements.97 Here, Kristen will be preparing for or carrying out the Specified Activity of buying and selling real estate (i.e., the
shopping center)98 and the Specified Activity of creating a legal arrangement (i.e., the formation of the new LLC that will own the shopping center).
The first, and perhaps most fundamental task, of any lawyer’s CDD
process is to identify the client and verify its identity. Brittany, the lawyer who referred the new client to Kristen, provided Kristen with the
potential client’s name, address, and telephone number. Based on that
elementary information, Kristen performed no other analysis to verify
the identity of the client. Kristen has never met the client in person and
her only contact with the client has been through a telephone call. At
the same time, though, she knows from her discussions with Brittany
that Brittany and the client have worked together for about five years.
95

Shepherd, supra note 48, at 98.
The Conference of Chief Justices, founded in 1949, “provides an opportunity for
the highest judicial officers of the states to meet and discuss matters of importance in
improving the administration of justice, rules and methods of procedure, and the organization and operation of state courts and judicial systems, and to make recommendations
and bring about improvements on such matters.” About CCJ, CONFERENCE OF CHIEF
JUSTICES, http://ccj.ncsc.dni.us/about.html (last visited July 14, 2011). Representatives
from the Gatekeeper Task Force and ACTEC make another presentation at the 2011
Annual Meeting of the Conference of Chief Justices.
97 LAWYER GUIDANCE, supra note 63, at 6 -7 para. 12 (first and fifth bullets).
98 Note, though, that if the client engaged Kristen to handle the leasing work at the
shopping center, it is not clear whether that work, standing alone, would constitute performing or carrying out one of the five enumerated Specified Activities. Buying and
selling real estate is a Specified Activity, but the Lawyer Guidance does not address
whether the leasing of real property would fall within the ambit of one of the Specified
Activities. See id. at 6 para. 12 (first bullet).
96
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She recalls that Brittany remarked favorably on the client’s payment
track record with Brittany’s firm. Thus, this is not a situation where a
potential new client enters a lawyer’s office without any referrals or
recommendations.99
As part of Kristen’s risk-based CDD protocols, she must as a matter of course check the client’s name against OFAC’s Specially Designated Nationals and Blocked Persons list.100 Kristen may also conduct
an Internet search of the client’s name to see if that search yields any
additional insights into the new client. But based on the information
Kristen knows about the client, there is no need for her to conduct a
more exhaustive analysis of the client, such as obtaining a background
check on the client.
After having verified the identity of the new client, from a riskbased perspective should Kristen identify the beneficial owners101 of the
new LLC to be formed by Kristen and verify their identity? Kristen
does not know how many members will invest in or be involved with the
operation and management of the new LLC. She does not know all of
the beneficial owners of the LLC. Based on the information Kristen has
obtained from Brittany and from the client, Kristen may ask the client
to identify the other members of the LLC so that Kristen can confirm no
conflicts of interest exist. But is this enough? Assuming the client will
provide this information, should Kristen then seek to verify the identity
of the “silent investors” in the new LLC? The cost and time to perform
these activities may be significant and, in some instances, difficult to
achieve.102 From a risk perspective, neither the client nor Brittany has
99 Because the referral was from a trusted source (i.e., Brittany), Kristen likely
would have no need to obtain additional information on the new client, such as the client’s employment background, place of birth, prior residential addresses, current residential address, business address, phone numbers, date of birth, marital status, names of
prior or current spouses and/or names of children, dates of birth and social security numbers of any such spouses and/or children, the name and contact information of the client’s
certified public accountant, prior criminal convictions, pending lawsuits, and status of tax
filings with governmental authorities.
100 The “SDN List” is maintained by Treasury’s Office of Foreign Assets Control,
and is available at http://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/
default.aspx (last visited July 14, 2011).
101 FATF defines “beneficial owner” as follows: “Beneficial owner” refers to the
natural person(s) who ultimately owns or controls a customer and/or the person on
whose behalf a transaction is being conducted. It also incorporates those persons who
exercise ultimate effective control over a legal person or arrangement.” 40 RECOMMENDATIONS, supra note 10, at 15 (Glossary).
102 The provisions governing the identification and verification of beneficial ownership is contained in Recommendation 33, and currently represents one of the most controversial provisions in the 40+9 Recommendations. Many FATF countries consistently
fall short of complying fully with this Recommendation. Most recently, in February 2010,
FATF gave Germany a “non-compliant” rating for Recommendation 33 in connection
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given Kristen any cause to investigate the identity of the other members
of the LLC. The transaction is a relatively straightforward commercial
real estate deal, including the need to form a typical member-managed
LLC to take title to the asset.
Still, can or should Kristen ignore identifying or verifying the identity of the other members of the LLC?
In light of the Good Practices Guidance, how should Kristen perform CDD on her new client? Once Kristen has identified and verified
the identity of her client, Kristen should then evaluate the new client
based on the three major risk categories (i.e., country/geographic risk,
client risk, and service risk) and the risk variables set forth in the Lawyer Guidance to determine whether the client is higher risk and, if so,
perform enhanced CDD. As far as Kristen knows, the client is a U.S.
citizen with a domicile in Brittany’s home state. This risk category does
not point to any meaningful risk of the client.
Client risk, the second major risk category, merits critical attention
by Kristen. Her client is an individual and her client has asked that she
form a new LLC to take title to the shopping center. From an ethics
standpoint, Kristen needs to make clear whether she will be representing the interests of the individual or the LLC in the proposed transaction. Kristen has not pressed the client on the identity of the other
members of the LLC, but she may need to inquire to ensure no conflicts
of interest exist. Kristen does not suspect the client is using a member
managed LLC structure to mask beneficial ownership, and the structure
itself is not particularly complicated or convoluted. Kristen has no actual knowledge of whether the client has any criminal convictions for
proceeds generating crimes, such as embezzlement. Based on a review
of the client risk factors, Kristen does not discern that the client presents
a higher risk of money laundering or terrorist financing.
with FATF’s mutual evaluation of that country. See FINANCIAL ACTION TASK FORCE,
MUTUAL EVALUATION REPORT, ANTI-MONEY LAUNDERING AND COMBATING THE FINANCING OF TERRORISM, at 249-50 § 5.1.2-.3, para. 1064, 1066 (Feb. 19. 2010), available at
http://www.fatf-gafi.org/dataoecd/44/19/44886008.pdf. Federal legislators have introduced a bill obligating the identification of beneficial ownership information for certain
entities. The Incorporation Transparency and Law Enforcement Assistance Act, S. 569,
111th Cong. (2009). The ABA opposes S. 569 on a number of grounds. See Business
Formation and Financial Crime: Finding a Legislative Solution: Hearing on S. 569 Before
the S. Comm. on Homeland Sec. and Governmental Affairs, 111th Cong. 3 (2009) (statement of Kevin L. Shepherd, Member, Task Force on Gatekeeper Regulation and the
Profession, American Bar Ass’n). For a discussion of S. 569 and its perceived shortcomings, see J. W. Verret, Terrorism Finance, Business Associations, and the “Incorporation
Transparency Act,” 70 LA. L. REV. 857 (2010). An identically named bill has been introduced into the current session of Congress. The Incorporation Transparency and Law
Enforcement Assistance Act, S.1483, 112th Cong. (2011). The ABA opposes S.1483 on a
number of grounds.
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Service risk, the third major risk category, focuses on those services
involving the movement of funds or the concealment of beneficial ownership. Kristen plans to use an escrow agent to hold the earnest money
deposit and to act as the closing agent, meaning that Kristen and her
firm will not be “touching the money” in the shopping center transaction. In some jurisdictions, however, it is customary for lawyers to hold
the deposit and to receive and transmit the settlement proceeds. Lawyers in those jurisdictions need to make sure that, in this higher risk
scenario, they know the source and disposition of the settlement funds.
Because a single transfer of the shopping center is contemplated, this is
not a situation where a higher risk scenario arises because of accelerated
transfers of real estate. Based on Kristen’s knowledge, there is nothing
unusual or out of the ordinary involving this transaction. The client appears knowledgeable about commercial real estate transactions, investments, and protocols.
Kristen’s evaluation of the client in light of the three major risk
categories leads her to conclude that the client does not present a higher
risk of money laundering or terrorist financing. Still, Kristen must assess her client based on the risk variables contained in the Lawyer Guidance to determine whether the client or the proposed work would be
unusual, risky, or suspicious. One risk variable is the nature of the client
relationship. Kristen is dealing with a new client referred to her from
Brittany, a trusted source. Given the lack of any prior relationship with
this client, it may be prudent for Kristen to run a Google search on the
client’s name and any known investors in the transaction. Another risk
variable deals with the “one shot” transaction, meaning that the client
has instructed the lawyer to undertake a single transaction-based service
(as opposed to an ongoing advisory relationship) and one or more other
risk factors are present.103 To be sure, the client has engaged Kristen to
perform a single transaction, but Kristen has not identified any other
risk factors. By way of contrast, suppose the client had requested Kristen to form a limited liability company for the sole purpose of receiving
the funds from the proceeds of a sale. That narrow representation,
which is described in one of the Practice Pointers in the Good Practices
Guidance, may pose a higher risk factor.104
Kristen has not met the new client in person, but rather has spoken
with him on the telephone and has corresponded with him via e-mail.
This factual situation, which is not at all unusual in our technologically
dependent profession and economy, calls into play a risk variable involving risks that may arise from the use of new or developing technologies that permit non-face-to-face relationships and could favor or
103
104

See LAWYER GUIDANCE, supra note 63, at 30 para. 112 (ninth bullet).
See Shepherd & Krauland, infra Appendix 1 at 36 § 4.9.

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

Summer 2011]

unknown

Seq: 25

GATEKEEPER INITIATIVE

18-JAN-12

10:25

25

promote anonymity.105 FATF perceives that anonymity in Specified Activities is conducive to potential money laundering and terrorist financing risks. Here, Kristen’s electronically facilitated communications with
her client are typical and do not suggest any nefarious activity. Finally,
one risk variable focuses on the origination of the referral and the referral source.106 Brittany, a law school classmate of Kristen, referred the
client to Kristen. Kristen trusts Brittany’s judgment, which militates in
favor of performing a standard CDD process for the client.
The above scenario, which plays out countless times across the U.S.,
does not trigger the need for Kristen to perform enhanced CDD on her
new client. Rather, the absence of any significant risk factors informs
Kristen to perform her standard CDD on the client. But suppose, for
example, that the new client has risk factors that would warrant enhanced CDD. Would Kristen be alert to these higher risk factors and
the need to perform enhanced CDD?
Using the same fact pattern described above, suppose Brittany tells
Kristen that the new client’s father is the top defense official in a foreign
country. Kristen may be somewhat impressed in representing the son of
a foreign politician, but she should be alert to the fact that her new
client, the son of a high level governmental official in a foreign country,
may be a PEP. The Lawyer Guidance is clear that the representation of
PEPs inherently poses a greater risk of money laundering or terrorist
financing. In that situation, Kristen should refer to the Good Practices
Guidance and perform enhanced CDD unless an analysis of the risk
variables persuades her that it is not necessary to do so.
Once Kristen has performed the CDD, she should document her
findings and maintain the records. Recommendation 10 directs that financial institutions and DNFBPs maintain these records for a period of
at least five years after the business relationship is ended.107 The scope
and degree of documenting her findings will vary case to case, and Kristen may find it prudent to summarize her risk assessment process in
those situations where she has performed enhanced CDD.
VII. CONCLUSION
U.S. lawyers should embrace the Good Practices Guidance and implement it in their client intake, CDD, and on-going client monitoring
processes. This common sense approach will signal to FATF and federal
regulators and legislators that the legal profession can take steps to ensure that the services they provide will not promote or facilitate money
105
106
107

See id. (tenth bullet).
See id. (eleventh bullet).
See 40 RECOMMENDATIONS, supra note 10, at 7.
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laundering or terrorist financing, thereby obviating the need for a federally imposed, rules-based AML/CFT regime. Such a regime dangerously encroaches on the attorney-client relationship, including the
attorney-client privilege and the duty of client confidentiality.
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APPENDIX 1
Last revised: 4.23.10–

Voluntary Good Practices Guidance for Lawyers
to Detect and Combat Money Laundering and
Terrorist Financing

A collaborative effort of representatives of the American Bar
Association (“ABA”) Task Force on Gatekeeper Regulation and
the Profession, the ABA Section of Real Property, Trust and Estate
Law, the ABA Section of International Law, the ABA Section of
Business Law, the ABA Section of Taxation, the ABA Criminal
Justice Section, the American College of Trust and Estate Counsel,
the American College of Real Estate Lawyers, the American
College of Mortgage Attorneys, and the American College of
Commercial Finance Lawyers.
The Task Force on Gatekeeper Regulation and the Profession, the
ABA Section of Real Property, Trust and Estate Law, the ABA
Section of International Law, the ABA Section of Business Law,
the ABA Section of Taxation, the ABA Criminal Justice Section,
the ABA Law Practice Management Section, the American College
of Trust and Estate Counsel, the American College of Real Estate
Lawyers, the American College of Mortgage Attorneys, and the
American College of Commercial Finance Lawyers have formally
endorsed or approved this paper.
April 23, 2010
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Detect and Combat Money Laundering and
Terrorist Financing
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OF

TREASURY

The Treasury Department welcomes this Good Practices paper as a
useful step in protecting the legal profession as well as the broader financial system from the risks of money laundering and terrorist financing. Treasury looks forward to continuing engagement with the ABA to
facilitate implementation of effective policies and procedures to protect
against money laundering and terrorist financing.

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

Summer 2011]

unknown

Seq: 31

GATEKEEPER INITIATIVE

18-JAN-12

10:25

31

Voluntary Good Practices Guidance for Lawyers to
Detect and Combat Money Laundering and
Terrorist Financing
In 1989, the major industrialized nations formed an intergovernmental body known as the Financial Action Task Force on Money Laundering (“FATF”) to coordinate efforts to prevent money laundering in
both the international financial system and the domestic financial systems of the member entities. FATF first issued a comprehensive plan,
known as the Forty Recommendations, for combating money laundering
that was intended to present the basic framework for anti-money laundering (“AML”) efforts and be of universal application.1 The Forty
Recommendations are a set of international standards and are not a
binding international convention, but many countries (including the
United States) have committed to implementing them.
A decade after the creation of FATF, FATF sought to enlist the
support of so-called “gatekeepers” to combat money laundering and terrorist financing. “Gatekeepers” include certain designated non-financial businesses and professions (“DNFBPs”) such as lawyers, notaries,
trust and company service providers (“TCSPs”), real estate agents, accountants, and auditors who assist with transactions involving the movement of money in the domestic and international financial systems. This
effort is known as the “Gatekeeper Initiative.”
A month after the September 11, 2001 terrorist attacks in the
United States, FATF expanded its mandate to address terrorist financing and issued the Special Recommendations on Terrorist Financing.
The Special Recommendations, originally comprised of eight recommendations, are intended to supplement the Forty Recommendations
and are designed to combat the funding of terrorist acts and terrorist
organizations. A ninth special recommendation was added in October
2004 to address concerns with cash couriers, thereby transforming the
Special Recommendations into what have become known as the Nine
Special Recommendations. The Forty Recommendations and the Nine
Special Recommendations are sometimes referred to as the “40+9 Recommendations.” In sum, the 40+9 Recommendations, together with
their interpretative notes, constitute the international standards for
combating money laundering and terrorist financing.
1 The acronyms used in this paper are based on linguistic naming conventions used
by FATF. Annex 2 (Glossary of Terminology) attached to the Lawyer Guidance (as defined below) contains a glossary of many of the terms used in the Lawyer Guidance.
Appendix B attached to this Guidance contains a glossary of many of the acronyms used
in this Guidance.
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The 40+9 Recommendations encourage countries to develop a riskbased approach to prevent money laundering and to combat the financing of terrorism (“CFT”). The theoretical and practical underpinning of
the risk-based approach is to ensure that the limited resources (both
governmental and private sector) available to fight money laundering
and terrorist financing are employed and allocated in the most efficient
manner possible so that the activities posing the greatest risks receive
the most attention and are targeted with the greatest funding. In this
manner, the risk-based approach differs fundamentally from a rulesbased approach. Under a rules-based approach, a person would be required to comply with particular laws, rules, or regulations irrespective
of the underlying quantum or degree of risk.
In June 2007, FATF collaborated with representatives of the international banking and securities industries to formulate risk-based guidance for financial institutions. Known as the “Guidance on the RiskBased Approach to Combating Money Laundering and Terrorist Financing—High Level Principles and Procedures” (“Financial Institution
Guidance”), this document was the first risk-based guidance paper issued by FATF for a specific industry sector.
Shortly after the issuance of the Financial Institution Guidance,
FATF met with representatives of the DNFBP sectors, including lawyers, to determine if they would be willing to engage in a similar collaborative effort to develop risk-based guidance for their businesses and
professions. The DNFBPs agreed to do so, and following such efforts
FATF ultimately issued separate risk-based guidance papers in 2008 for
every DNFBP sector, including lawyers.
During the negotiations with FATF over the guidance for lawyers,
representatives of the legal profession emphasized to FATF the importance of ensuring that any risk-based approach developed did not undermine the attorney-client privilege or the duty of client confidentiality
or otherwise impede the delivery of legal services generally. After over
a year of intense debate and discussion, in October 2008 FATF issued
risk-based guidance for the legal profession entitled “RBA Guidance for
Legal Professionals” (“Lawyer Guidance”).2
The Lawyer Guidance contains 126 separately numbered
paragraphs and organizationally tracks the Financial Institutions Guidance that served as a template for the DNFBP guidance papers. The
Lawyer Guidance is a complex document that addresses different audiences (e.g., private sector and public authorities), undertakes to identify
2 RBA GUIDANCE FOR LEGAL PROFESSIONALS (“LAWYER GUIDANCE”), adopted
Oct. 23, 2008, available at http://www.fatf-gafi.org/dataoecd/5/58/41584211.pdf. FATF
Recommendations 12 (customer due diligence), 16 (suspicious transaction reports), and
24 (monitoring) and the related Interpretative Notes specifically deal with lawyers.
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the AML and CFT issues specific to the legal profession, and outlines
the risk factors that lawyers need to consider in developing a risk-based
system.
The Lawyer Guidance is “high level” guidance intended to provide
a broad framework for implementing a risk-based approach for the legal
profession. It does not offer detailed direction on the application of this
approach to specific factual situations, nor does it take into account the
practical realities of the practice of law in an increasingly complex environment or attempt to address jurisdictional variations among FATF
member countries. For those reasons, the Lawyer Guidance urges the
legal profession generally, or in different countries, to develop “good
practice in the design and implementation of an effective risk-based
approach.”3
Accordingly, the purpose of this paper is to assist members of the
legal profession in the United States in designing and implementing effective risk-based approaches consistent with the broad contours of the
Lawyer Guidance. It is not intended to be, nor should it be construed
as, a statement of the standard of care governing the activities of lawyers
in implementing a risk-based approach to combat money laundering and
terrorist financing. Rather, given the vast differences in practices, firms,
and lawyers throughout the United States, this paper seeks only to serve
as a resource that lawyers can use in developing their own voluntary
risk-based approaches. At the same time, this paper is not intended to
be an academic exercise. The federal government is under pressure
from FATF and others (including development agencies, the Organisation for Economic Co-Operation and Development, the International
Monetary Fund, The World Bank, and the United Nations) to adopt
legislation implementing some or all of the provisions of the Recommendations relating to the legal profession. An overarching purpose of
this paper is to encourage lawyers to develop and implement voluntary,
but effective, risk-based approaches consistent with the Lawyer Guidance, thereby negating the need for federal regulation of the legal
profession.
To assist practitioners in understanding the practical implications of
a particular provision in the Lawyer Guidance, this paper provides various “Practice Pointers.” These Practice Pointers are intended to offer
insight into the Lawyer Guidance provision in question, especially from
the perspective of a practitioner.
This paper represents a collaborative effort by representatives of
the following organizations, all of which have formally endorsed or approved this paper:
3

LAWYER GUIDANCE ¶ 6.

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

34

unknown

ACTEC LAW JOURNAL

Seq: 34

18-JAN-12

10:25

[Vol. 37:1

• American Bar Association (“ABA”) Task Force on Gatekeeper Regulation and the Profession;
• ABA Section of Real Property, Trust and Estate Law;
• ABA Section of International Law;
• ABA Section of Business Law;
• ABA Section of Taxation;
• ABA Criminal Justice Section;
• ABA Law Practice Management Section;
• American College of Trust and Estate Counsel;
• American College of Real Estate Lawyers;
• American College of Mortgage Attorneys; and
• American College of Commercial Finance Lawyers.
This paper will be revised and updated on an as-needed basis in
response to evolving developments.
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OVERVIEW
The first section of this paper will provide an overview of the
mechanics of money laundering and terrorist financing so that practitioners can better understand and achieve the goals of the United
States’ and FATF’s AML/CFT efforts. The sections that follow will then
describe the risk-based approach and recommended client due diligence, identify those lawyers who are subject to the Lawyer Guidance,
specify the activities that are addressed by the Lawyer Guidance, list
and analyze the risk categories and risk variables, and conclude with a
suggested protocol for client intake and assessment and a discussion of
the importance of on-going education and continuing legal education
efforts in this area.
The “practice pointers” appearing throughout the text, which take
the form of hypothetical fact patterns to highlight specific issues or
points, are designed to provide practical guidance and insights to practitioners. They may also elaborate on a statement or concept contained
in the Lawyer Guidance.
WHAT

IS

MONEY LAUNDERING?

Money laundering “is the criminal practice of filtering ill-gotten
gains, or ‘dirty’ money, through a series of transactions; in this way the
funds are ‘cleaned’ so that they appear to be proceeds from legal activities.”4 Money laundering was made a federal crime in the U.S. under
the Money Laundering Control Act of 1986 and is addressed under 18
U.S.C. § 1956 (laundering of monetary instruments) and § 1957 (engaging in monetary transactions in property derived from specified unlawful
activity). Money laundering involves three distinct stages: the placement stage, the layering stage, and the integration stage.5 The placement stage is the stage at which funds from illegal activity, or funds
intended to support illegal activity, are first introduced into the financial
system. The layering stage involves further disguising and distancing the
illicit funds from their illegal source through the use of a series of frequently complex financial transactions. This stage may include the creation of tiered entities and complicated entity structures designed to
conceal the source of the illicit funds. The integration phase of money
laundering results in the illicit funds, now laundered, returning to “a
4 BANK SECRECY ACT ANTI-MONEY LAUNDERING EXAMINATION MANUAL, Federal Financial Institutions Examination Council at 7 (2007), available at http://www.
occ.treas.gov/handbook/bsa-amlintro-overview.pdf.
5 See http://www.fatf-gafi.org/document/29/0,3343,en_32250379_32235720_
33659613_1_1_1_1,00.-html# (explaining three stages of money laundering).
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status of expendability in the hands of the organized crime group that
generated them.”6

6 See http://www.fincen.gov/news_room/aml_history.html. (explaining three stages
of money laundering).
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Practice pointer: The following diagram provides an overview of the three
phases of money laundering. See MONEY LAUNDERING AWARENESS
HANDBOOK FOR TAX EXAMINERS AND TAX AUDITORS, ORGANISATION
FOR ECONOMIC CO-OPERATION AND DEVELOPMENT, available at www.
oecd.org/dataoecd/61/17/43841099.pdf:
OVERVIEW OF MONEY LAUNDERING

********
A 2008 federal district court case also illustrates a money laundering
scheme whereby the defendant was convicted of, among other things, conspiring to commit money laundering. Factually, the defendant led a scheme
that involved manipulating documents associated with real estate sales and
closings to obtain excess mortgage loan proceeds generated from the property sales. The defendant recruited unsuspecting investors to purchase low
income, dilapidated, and depressed properties at prices artificially inflated
above legitimate fair-market values (placement phase). The mortgages
were financed with fraudulent loans facilitated, brokered, and closed by the
defendant and his conspirators (layering phase). The conspirators provided
the down payments on the properties, paid kick backs to the loan applicants, and opened bank accounts to disguise the true nature, location,
source, ownership, and control of the proceeds and profits from the transactions (integration phase).7

7 For a more complete description of this case, see the press release issued by the
U.S. Department of Justice at www.usdoj.gov/usao/ohs/Press/03-26-08-Day.pdf.
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TERRORIST FINANCING?

Terrorist financing includes the financing of terrorists, terrorist acts,
and terrorist organizations. FATF defines a “terrorist” basically as anyone who commits, participates in, organizes, or contributes to the commission of terrorist acts. FATF defines “terrorist acts” as including any
act intended to cause death or serious bodily injury to a civilian, or to
any other person not taking an active part in the hostilities in a situation
of armed conflict, when the purpose of such act, by its nature or context,
is to intimidate a population, or to compel a government or an international organization to do or to abstain from doing any act. The definition also includes acts that constitute an offense within the scope of, and
as defined in, certain specified treaties.8 Finally, a “terrorist organization” refers to any group of terrorists that: (a) commits, or attempts to
commit, a terrorist act by any means, directly or indirectly, unlawfully
and willfully, (b) participates as an accomplice in terrorist acts, (c) organizes or directs others to commit terrorist acts, or (d) contributes to
the commission of terrorist acts by a group of persons acting with a common purpose when the contribution is made intentionally and with the
aim of furthering the terrorist act or with the knowledge of the intention
of the group to commit a terrorist act.9
8 See http://www.fatf-gafi.org/document/53/0,3343,en_32250379_32236947_
34261877_1_1_1_1,00.html#INSRII.
9 See http://www.fatf-gafi.org/dataoecd/16/54/40339628.pdf (contains definitions
used in this paragraph). For purposes of the definition of “terrorist organization,” it does
not matter whether the terrorist act actually occurs. Prohibitions on terrorism and terrorist financing also are mandated by the United Nations and federal law. United Nations
Security Council Resolution (“UNSCR”) 1267 (and its progeny) calls on Member States
to ban travel for, freeze the funds and financial resources of, and impose an arms embargo on members of the Taliban and Al Qaeda. See http://www.un.org/sc/committees/
1267/. The United States implements UNSCR 1267 pursuant to the United Nations Participation Act (“UNPA”), 22 U.S.C. § 287c, and the International Emergency Economic
Powers Act (“IEEPA”), 50 U.S.C. § 1701 et seq. The U.S. Department of the Treasury’s
Office of Foreign Assets Control (“OFAC”) administers the regulations promulgated
pursuant to IEEPA and the UNPA. In particular, pursuant to OFAC’s regulations, U.S.
persons (including lawyers) are prohibited from engaging in transactions (including the
exchange of services) with certain terrorists, those they own or control and those who are
acting on their behalf. These persons (individuals and entities) are identified on the SDN
List (as defined in text accompanying footnote 9 below). OFAC’s terrorism regulations
are implemented pursuant to the IEEPA, the UNPA, and the Anti-terrorism and Effective Death Penalty Act of 1996, 18 U.S.C. § 2332d, among others. OFAC administers the
following sanctions programs specifically targeting terrorists, those they own or control,
and those who provide material support to terrorists: The Global Terrorism Sanctions
Regulations, 31 C.F.R. 594; Terrorism Sanctions Regulations, 31 C.F.R. 595; the Terrorism List Government Sanctions Regulations, 31 C.F.R. 596; and the Foreign Terrorist
Organizations Sanctions Regulations, 31 C.F.R. 597.
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The Lawyer Guidance acknowledges that it is significantly more
challenging to detect and identify terrorist financing than potential
money laundering and other suspicious activity. Transactions facilitating
terrorist financing often do not exhibit the same characteristics as conventional money laundering. For example, terrorist financing may involve low dollar value transactions and the appearance of innocence
(such as purportedly charitable activities), and can involve a variety of
sources (such as business, criminal activity, self-funded, and state sponsors of terrorism). The Lawyer Guidance thus does not comprehensively address the application of the risk-based approach to terrorist
financing.10
Practice pointer: A common method of terrorist financing
identified to date has been the movement of funds donated to
cross-border (i.e., between the United States and another jurisdiction, not between two states) non-profit organizations. For
example, a not for profit organization (“NPO”) in the United
States may appear, from all outwardly signs, to be operating
legitimately, but through multiple transfers and manipulations
of funds, may in fact be funneling funds offshore to an organization with hidden terrorist ties. Alternatively, the terrorist
group may actually run the NPO. An examination of available
public source information, including the charity’s tax return,
Form 990 PF, the charity’s website, corporate formation documents, and other due diligence methods may disclose how
funds are ultimately used. However, the terrorist link may not
be evident from a review of the charity’s tax return. The practitioner should thus inquire of the charity what due diligence
procedures it has in place and to identify the recipient of the
funds. If funds are paid to foreign charities or to private charities, then the charity is supposed to monitor and keep records
of how the funds are used. As part of the client due diligence
(as defined below), the practitioner should ask for these
records and in appropriate circumstances check the list of Specially Designated Nationals and Blocked Persons (“SDN List”)
maintained by OFAC.11

10 LAWYER GUIDANCE ¶¶ 40-44. For a detailed discussion of terrorist financing, see
MONEY LAUNDERING & TERRORIST FINANCING RISK ASSESSMENT STRATEGIES, Financial Action Task Force (issued June 18, 2008), http://www.fatf-gafi.org/dataoecd/46/24/
40978997.pdf.
11 See Section 2.6 and accompanying footnote for further discussion of charities and
NPOs.
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RISK-BASED APPROACH?

The risk-based approach is grounded in the premise that the limited
resources (both governmental and private sector) available to combat
money laundering and terrorist financing should be employed and allocated in the most efficient manner possible so that the sources of the
greatest risks receive the most attention. A risk-based approach is intended to ensure that measures to prevent or mitigate money laundering
and terrorist financing are commensurate with the risks identified,
thereby facilitating an efficient allocation of this limited pool of
resources.
The proportionate nature of the risk-based approach means that
higher risk areas should be subject to enhanced procedures, such as enhanced client due diligence (“CDD”) and enhanced transaction monitoring. By contrast, simplified, modified, or reduced controls may apply
in lower risk areas (for purposes of this Guidance, “reduced” shall hereafter include “simplified” and “modified”). In no case does FATF suggest that the risk may ever be so low as to eliminate any form or level of
CDD.
An effective risk-based approach involves identifying and categorizing money laundering and terrorist financing risks and establishing
reasonable controls based on the risks identified. This paper will identify the risk categories and offer voluntary good practices designed to
assist lawyers in detecting money laundering while satisfying their professional obligations.
Practice pointer: For example, a general practitioner in rural
Montana would have no reason to engage in extensive due diligence or know your client measures (as discussed below) if a
long term client called the lawyer and asked her to form a limited liability company for the purpose of buying a ranch. However, if that same lawyer received a call from a new and
unknown client saying that the client had just won several million dollars at poker in Nevada and needed the lawyer to form
a limited liability company to buy a ranch, then a risk based
approach would suggest that in this latter case, more extensive
due diligence and know your client measures would be
appropriate.
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CLIENT DUE DILIGENCE?

The 40+9 Recommendations require that lawyers perform CDD
when they perform or carry out specified activities.12 CDD is intended
to assist lawyers in forming a reasonable belief that they have appropriate awareness of the true identity of each client13 and the true nature of
the matter they have been engaged to undertake. CDD is not intended
to place the lawyer in an adversarial relationship with the client; rather,
the purpose is to make sure the lawyer knows the true identity and business goals of the client.
CDD should be performed at client intake, but it also should be
periodically performed during the course of the engagement. The level
of required CDD varies depending on the risk profile of the client. For
some clients, “basic” CDD may be appropriate. For clients posing a
higher risk, “enhanced” CDD may be necessary. At the other end of
the spectrum, reduced CDD may be sufficient. The relative levels of
CDD are described in greater detail below.
The three (3) steps required to be taken in “basic” CDD are as
follows:
• Identify and appropriately verify the identity of each client
on a timely basis.14
• Identify the beneficial owner,15 and take reasonable measures to verify the identity of the beneficial owner of the
client such that the lawyer is reasonably satisfied that the
lawyer knows who the beneficial owner is. Clients generally should be subject to the full range of CDD measures,
including the requirement to identify the beneficial owner
in accordance with Lawyer Guidance paragraph 114. The
purpose of identifying beneficial ownership is to ascertain
those natural persons who exercise effective control over a
client, whether by means of ownership, voting shares, contract rights, or otherwise. Lawyers may use a risk-based approach when determining the extent to which they are
required to identify the beneficial owner, depending on the
type of client, suspicious behavior that might suggest someone is seeking to conceal the true party in interest, the diffi12

See Recommendation 12.
LAWYER GUIDANCE ¶ 114.
14 See Section 6 for a more detailed discussion of this step.
15 The Lawyer Guidance defines “beneficial owner” as follows: “Beneficial owner
refers to the natural person(s) who ultimately owns or controls a client and/or the person
on whose behalf a transaction is being conducted. It also incorporates those persons who
exercise ultimate effective control over a legal person or arrangement.” See LAWYER
GUIDANCE Annex 2.
13
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culty of ascertaining the identity, the business relationship
and transaction, and other appropriate factors, including
the geographic location of the client.
The issue of whether a lawyer must, in all cases, identify the
beneficial owners of a client was a highly controversial issue
in the drafting of the Lawyer Guidance. Although FATF
initially sought to adopt a rules-based approach that would
require lawyers to always identify the beneficial owners of a
client, after strong opposition from representatives of the
legal profession, FATF ultimately agreed that this analysis
would be subject to a risk-based approach. Consequently,
depending on the risks presented by the client, it may be
appropriate to identify the beneficial owners of a client.
Lawyers should do so only when, from a risk-based standpoint, such an analysis is warranted. It is impractical in
some instances for a lawyer to identify the beneficial owners of a client. The cost, time, and effort to undertake such
an analysis is typically disproportionate to advancing the
goals of detecting and preventing money laundering and
terrorist financing unless other factors are present.
Practice pointer: For example, if a lawyer is dealing with a
syndication of investors or financiers or an entity that has a
large number of owners but is not publicly traded, ascertaining the client’s beneficial owners would be extremely
time consuming. Unless other facts put the lawyer on notice that something unusual or suspicious were transpiring,
the process of determining all the beneficial owners of the
client would be disproportionate to the level of risk.
• Obtain information to understand the client’s circumstances and business depending on the nature, scope, and
timing of the services to be provided. This information may
be obtained from clients in the normal course of the lawyers’ acceptance of the retention and receipt of instructions
from the client.
WHO

IS COVERED BY THE

LAWYER GUIDANCE?

The Lawyer Guidance covers “legal professionals,” which includes
lawyers and notaries.16 The Lawyer Guidance is principally focused on
16 Legal professionals include notaries, but the Lawyer Guidance does not cover
those common law notaries who perform merely administrative acts such as witnessing or
authenticating documents (such as deeds and mortgages).
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transactional lawyers, especially those creating entities and those handling funds, but not all lawyers are subject to the Lawyer Guidance. For
instance, in-house lawyers are not covered by the Lawyer Guidance.17
Several other exclusions are described below.
Importantly, the Lawyer Guidance is limited to those lawyers who
“prepare for and carry out specified activities.” The Lawyer Guidance
does not define “prepare for and carry out,” but it does define “specified activities” as described below. Thus, even if the lawyer is subject to
the Lawyer Guidance, CDD may not be required because of the particular nature of the proposed engagement.
Local and special counsel engagements present unique and challenging issues. Local counsel may be engaged by the primary transaction counsel to assist on a discrete local law issue peripheral to an
overall transaction and may have little or no direct involvement with the
client. At the other extreme, local counsel may be intimately involved
with the transaction, including drafting and negotiating the applicable
transactional documents. The Lawyer Guidance recognizes that lawyers
providing advice or services (such as a local law enforceability opinion)
peripheral to the overall transaction who are not preparing for or carrying out the transaction may not be required to observe the applicable
CDD and record-keeping obligations.18 In short, those lawyers would
not be covered by the Lawyer Guidance. Section 4.7 below explores the
issue of local and special counsel in greater detail.
A special situation arises for a lawyer who is serving as a trustee.
FATF has issued not only Lawyer Guidance, but also risk-based guidance for trust and company service providers, another category of
DNFBPs (“TCSP Guidance”).19 This would appear to create uncertainty as to which guidance a lawyer acting as a trustee is to follow.
Generally speaking, a lawyer acting as a trustee need only follow the
Lawyer Guidance; the primary exception is if the lawyer is offering the
trustee services through a separate entity, such as a trust company. In
this latter case, the lawyer should refer to the TCSP Guidance rather
than the Lawyer Guidance. The TCSP Guidance imposes obligations
on TCSPs that differ from those imposed on lawyers, thereby underscoring the importance of knowing which guidance applies.
17

LAWYER GUIDANCE ¶ 8 fn. 2.
LAWYER GUIDANCE ¶ 13. The record-keeping obligations are designed to ensure
that documents, data, or information collected under the CDD process is kept up-to-date
and relevant by undertaking reviews of existing records, particularly for higher risk categories of clients.
19 RBA GUIDANCE FOR TRUST AND COMPANY SERVICE PROVIDERS (TCSPS), Financial Action Task Force (issued June 17, 2008). http://www.fatf-gafi.org/newsEvents/
0,3382,en_32250379_32235720_1_1_1_3_1,00.html
18

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

44

unknown

Seq: 44

18-JAN-12

ACTEC LAW JOURNAL

WHAT

10:25

[Vol. 37:1

SPECIFIED ACTIVITIES ARE COVERED BY THE

LAWYER GUIDANCE?
The “specified activities” (collectively, “Specified Activities” or, individually, “Specified Activity”) consist of the following five (5) categories: (a) buying and selling of real estate, (b) managing of client money,
securities or other assets, (c) management of bank, savings or securities
accounts, (d) organization of contributions for the creation, operation,
or management of companies, and (e) creation, operation, or management of legal persons or arrangements, and buying and selling of business entities.20
1. Buying and Selling of Real Estate. The Lawyer Guidance does not define “buying and selling of real estate.” The
Specified Activity of buying and selling of real estate appears
to apply to both residential and commercial purchase and sale
transactions. No dollar limits or thresholds apply to this Specified Activity. However, this Specified Activity does not appear
to encompass a number of real estate-related transactions, such
as leasing transactions, the preparation of condominium documentation, or the negotiation of easement agreements that do
not involve the immediate exchange of funds. Less clear is
whether the financing of a purchase or sale of real estate constitutes a Specified Activity, which is discussed in more detail
below. However, since financing and re-financing involve the
movement of funds, practitioners should assume that these activities would constitute Specified Activities.
Practice pointer: A lawyer who prepares for and carries out
the sale of real estate would need to perform the basic CDD
and record-keeping requirements envisioned by the 40 +9 Recommendations. But that same lawyer who is engaged by a client to draft and negotiate leases for a shopping center or office
complex is not preparing for or carrying out a transaction involving the buying and selling of real estate and need not perform CDD.
2. Managing of client money, securities or other assets. The
Lawyer Guidance does not define “managing of client money,
securities or other assets.” Here, as well as under items 3 and 4
20 LAWYER GUIDANCE ¶ 12. The wording used in this paragraph, although syntactically challenging, tracks the precise language of the Lawyer Guidance. Earlier drafts of
the Lawyer Guidance used the phrase “regulated activities” when referring to the Specified Activities. FATF replaced the “regulated activities” formulation with the “Specified
Activities” formulation to avoid conveying the impression that the Lawyer Guidance
“regulated” the legal profession.
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below, the lawyer would in all cases be handling the client’s
funds and, as emphasized above, FATF is particularly focused
on the potential risk in situations where the lawyer is actually
handling funds. In any situation where the lawyer controls the
use, application, or disposition of funds or has signatory authority over the client’s financial account, the risk must be addressed at some level. Recognize, however, that in almost all
cases the funds in the lawyer’s control will have been transferred to the lawyer through a financial institution that has performed its own required due diligence and, in some cases, the
lawyer should be able to rely on that in lieu of conducting the
lawyer’s own due diligence. In other cases, however, the financial institution may have simply satisfied itself that the money
is flowing into the trust account of a reputable lawyer or law
firm. Nonetheless, any time lawyers “touch the money” they
should satisfy themselves as to the bona fides of the sources
and ownership of the funds in some manner and should inquire
of any involved financial institution as to any CDD performed
by such institution.
Practice pointer: Lawyers should consider using third party escrow agents to avoid responsibility generally.
3. Management of bank, savings or securities accounts. The
Lawyer Guidance does not define “management of bank, savings or securities accounts.” In addition to the risks identified
in item 2 above, a lawyer or a law firm must be particularly
cognizant of the funds that move through the firm’s trust account or client account. In this particular situation, the Lawyer
Guidance would extend to trial lawyers who frequently hold
funds in the firm’s trust account.
Practice pointer: Lawyers should exercise caution to avoid situations where they are essentially providing banking services
for their clients as opposed to merely holding client money for
a legitimate transaction. For example, in a real estate sale, if
the lawyer is being asked to make payments not just to mainstream lending institutions, but to more obscure recipients including private individuals whose identities are difficult to
verify, the lawyer should exercise caution or treat this as a
higher risk situation.21

21 This discussion is derived from Section 11.2.3 of the Anti-Money Laundering
Practice Note prepared by the Law Society of England and Wales (issued February 22,
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4. Organization of contributions for the creation, operation,
or management of companies. The Lawyer Guidance does not
define “organization of contributions for the creation, operation, or management of companies.”
Practice pointers:
• An example of this Specified Activity is when a lawyer
prepares for or carries out a transaction where investors
contribute capital to a legal entity. This category does
not appear to cover financing or refinancing transactions
because the funds are not being contributed to the
company.
• In addition to the risks identified in item 2 above relating
to handling a client’s funds, note that an expansive interpretation of this “specified activity” would conceivably
cover financing and refinancing transactions.
5. Creation, operation, or management of legal persons or
arrangements, and buying and selling of business entities. The
Lawyer Guidance does not define “creation, operation, or
management of legal persons or arrangements, and buying and
selling of business entities.”22 It is under item 5 that the widest
range of transactional lawyers fall within the “specified activities.” This category of Specified Activities appears to include
most of the routine work that is done by real estate lawyers,
corporate and business lawyers, and trust and estates lawyers.
As in all cases, lawyers must evaluate the risks to determine
the extent of CDD required. Even lawyers who do nothing
more than prepare for or carry out the task of forming legal
entities are likely to be subject to the Lawyer Guidance under
this criterion.

2008). See http://www.lawsociety.org.uk/productsandservices/practicenotes/aml/463.
article.
22 See THE MISUSE OF CORPORATE VEHICLES, INCLUDING TRUST AND COMPANY
SERVICE PROVIDERS, Financial Action Task Force (issued Oct. 13, 2006), http://www.fatfgafi.org/dataoecd/30/46/37627377.pdf.
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Practice pointer: The following is an example of the creation of
business entities used for money laundering. Mr. S headed an
organization importing narcotics into country A from country
B. Mr. S employed a lawyer to establish a web of off-shore
corporate entities through which Mr. S could launder proceeds
of a narcotics importing operation. These entities were incorporated in Country C where there was lax scrutiny of ownership, records, and finances. A local management company in
Country D administered these companies. These entities were
used to camouflage movement of illicit funds, acquisition of assets, and financing criminal activities. Mr. S was the holder of
100% of the bearer share capital (i.e., bearer shares are negotiable instruments that accord ownership in a corporation to the
person who possess the bearer share certificate) of these offshore entities. In Country A, a distinct group of entities without any apparent association to Mr. S transferred large
amounts of money to Country D where it was deposited in, or
transited through, Mr. S’s offshore companies. This same web
network was found to have been used to transfer large
amounts of money to a person in Country E who was later
found to be responsible for drug shipments destined for Country A.23
In July 2009, the Uniform Law Commissioners adopted a
uniform act known as the Uniform Law Enforcement Access
to Entity Information Act that would in certain circumstances
ensure transparency and disclosures to law enforcement authorities of the ownership of various legal entities. Representatives of the U.S. Department of Treasury participated in
drafting the uniform act. Legislation is also currently pending
in Congress dealing with this issue.
Practice pointer: Lawyers engaged in the performance of these
legal tasks should satisfy themselves that, at a minimum, they
have performed the basic CDD measures described previously
(unless the client is otherwise exempt as described in this
paper).

23 See Case 20, REPORT ON MONEY LAUNDERING TYPOLOGIES 2003-2004, Financial
Action Task Force, http://www.fatf-gafi.org/dataoecd/19/11/33624379.PDF.
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ARE THE RISK CATEGORIES?

The Lawyer Guidance identifies three major risk categories with
regard to legal engagements: (a) country/geographic risk, (b) service
risk, and (c) client risk. Lawyers need to determine their exposure to
each of these risk categories. The relative weight to be given to each
risk category in assessing the overall risk of money laundering and terrorist financing will vary from one lawyer or firm to another because of
the size, sophistication, location, and nature and scope of services offered by the lawyer or the firm. Based on their individual practices and
judgments, lawyers will need to assess independently the weight to be
given to each risk factor. These risk factors are subject to variables that
may increase or decrease the perceived risk posed by a particular client
or type of work. This section will discuss the risk factors and Section 4
will highlight in detail the risk variables that affect each of the risk
factors.
Practice pointer: The risk profile of a lawyer or firm whose
practice is limited to domestic clients and transactions differs
from the risk profile of a lawyer or firm that engages in international and cross-border transactions. The risk factors are intended to attune the lawyer to these differences so as to enable
the lawyer to design and implement a risk-based approach that
is tailored to that specific, and unique, practice profile.
1. Country/Geographic Risk
The Lawyer Guidance notes the absence of a universally adopted
listing of countries or geographic areas that are deemed to present a
lower or higher risk. The client’s domicile, the location of the transaction, and the source of the funding are but a few sources from which a
money laundering risk can arise.
The Lawyer Guidance does, however, identify the profile of those
countries that in FATF’s view pose a higher risk of money laundering.
These higher risk countries include those that are subject to sanctions,
embargoes, or similar measures issued by certain bodies, such as the
United Nations and those identified by credible sources as having significant levels of corruption or other criminal activity or a location from
which funds or support are provided to terrorist organizations. Countries are also considered to pose a higher risk of money laundering when
credible sources identify those countries as generally lacking appropriate AML/CFT laws, regulations, and other measures. The Lawyer Guidance defines “credible sources” as information that is produced by
well-known bodies that generally are regarded as reputable and that

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

Summer 2011]

unknown

Seq: 49

18-JAN-12

GATEKEEPER INITIATIVE

10:25

49

make such information publicly and widely available. Examples of credible sources include FATF, the International Monetary Fund, The World
Bank, FinCEN, OFAC, and the U.S. Department of State.24
Practice pointers:
• Most U.S. lawyers deal only with clients and parties located exclusively within the United States. The country/
geographic risk should thus not present a meaningful risk
in most transactions.
• In assessing the country risk, a lawyer needs to take into
account the client’s domicile, the location of the transaction, and the source of the funding.
• A lawyer representing a client who is involved in acquiring a non-U.S. business that has operations in, or has business with, a country subject to a United Nations
embargo or a U.S. government sanctions program (e.g.,
Zimbabwe, Sudan, and Iran) should understand that the
transaction represents a higher risk based on the geographic location and activities of the business being acquired. The lawyer also should determine during the
initial client intake efforts whether the lawyer, as a U.S.
person, is authorized to participate in the representation
because U.S. sanctions programs generally prohibit U.S.
persons from engaging in most transactions with persons
in Zimbabwe, Sudan, and Iran.
• Transparency International, a global civil society organization formed to fight corruption, has developed a jurisdiction-specific corruption perceptions index that ranks
countries based on the degree to which corruption is perceived to exist among public officials and politicians. See
http://www.transparency.org/policy_research/surveys_indices/cpi/2007/fpq#general1. This website may be a useful resource in assessing the level of corruption in a
specific country. Another useful resource is the individual Country Reports prepared annually by The World
Bank. These reports are available at http://web.world
bank.org/WBSITE/EXTERNAL/PROJECTS/0,,menu
PK:115635~pagePK:64020917~piPK:64021009~theSite
PK:40941,00.html#CountryReports.
24 The U.S. Department of State’s International Narcotics Strategy Control Report,
Volume II Money Laundering and Financial Crimes, provides an annual report on money
laundering risks posed on a country-by-country basis. See http://www.state.gov/p/inl/rls/
nrcrpt/2009/vol2/index.htm).
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2. Client Risk
A critical component to the development and implementation of an
overall risk-based framework is determining the potential money laundering or terrorist financing risk posed by a client. Clients range from
individuals, partnerships and limited liability companies with dozens of
partners or members to multi-national corporations. Given this spectrum of clients, a lawyer will be challenged to determine whether a particular client poses a higher risk and, if so, the level of that risk and
whether the application of any mitigating factors influences that assessment. The Lawyer Guidance identifies various categories of higher risk
clients. If a client falls into one of these categories, the lawyer is then
required to apply a set of risk variables that may mitigate or exacerbate
the risk assessment the lawyer is required to make to determine the necessary level of CDD.
The Lawyer Guidance identifies nearly a dozen categories of potentially higher risk clients.25 Lawyers need to determine whether any of
their clients fall into one or more of these categories and therefore warrant an evaluation of any mitigating circumstances and increased risk
assessment. These categories are as follows:
2.1 Politically Exposed Persons. Politically exposed persons
(“PEPs”) are individuals who are or have been entrusted
with prominent functions in a foreign country. Examples
include heads of state or of government, senior politicians, senior government, judicial, or military officials, senior executives of state owned corporations, or important
political party officials. PEPs do not include middle ranking or more junior individuals in the foregoing categories.
If a lawyer is advising a client that is a PEP or is beneficially owned by the PEP, the lawyer would have to perform a higher and more exacting form of CDD known as
“enhanced CDD.” The extent and nature of the enhanced CDD will depend on the relevant factors, such as
the PEP’s home country, the type of work the PEP is instructing the lawyer to perform or carry out, and the scrutiny to which the PEP is subjected in the PEP’s home
country.

25

LAWYER GUIDANCE ¶ 109.
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Practice pointers:
• It is important to note that PEPs are high level political
officials in foreign countries. For example, a senior U.S.
government official would not be a PEP vis-à-vis a U.S.
lawyer. By contrast, a U.S. lawyer representing a high
level government official of a foreign country would be
representing a PEP for purposes of the Lawyer
Guidance.
• FATF identified a typology where a senior politician and
a senior official were involved in high level corruption.
An intermediary received a payment of USD 50 million
from Company A. The intermediary then transferred the
money into two accounts held off-shore; the funds were
then moved to company accounts that were also held offshore. The beneficial owners of these company accounts
were discovered to be a former head of the secret service
in Country B and a state secretary for the Ministry of
Defence in Country C.26
2.2 Unusual Activity. Clients conducting their relationship or
requesting services in unusual or unconventional circumstances (as evaluated in light of all the circumstances of
the representation).27
Practice pointer: This broad category, which is viewed through
the prism of the overall representation, includes a client’s inexplicable demand to close a purchase or sale in an extremely
short period of time or the client’s refusal to provide the lawyer with any details about the client. Similarly, a client who
insists that a lawyer who does not usually handle cross-border
transactions assume responsibility in an international business
transaction should raise suspicions.
2.3 Masking of Beneficial Ownership. Where the structure or
nature of the client entity or relationship makes it difficult
to identify in a timely manner the true beneficial owner or
controlling interests, such as the unexplained or seemingly unnecessary use of legal persons or legal arrangements, nominee shares or bearer shares.28

26 See Case 15, REPORT ON MONEY LAUNDERING TYPOLOGIES 2003-2004, Financial
Action Task Force, http://www.fatf-gafi.org/dataoecd/19/11/33624379.PDF.
27 Id. (third bullet).
28 Id. (fourth bullet).
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Practice pointer: This might be typified by a client, particularly
a new client, who insists on the formation of a complex, multitiered entity (such as a limited liability partnership, corporation, or limited liability company) involving other entities and
a notable absence of any individuals and offers only the briefest of explanations or no justification for or explanation as to
the purpose or the ownership structure of the new entity.
2.4 Cash Intensive Businesses. Clients that are cash (and cash
equivalent) intensive businesses, such as: (a) money services businesses (e.g., remittance houses, currency exchange houses, or other businesses offering money
transfer facilities), (b) casinos, betting and other gambling
related activities, and (c) businesses that while not normally cash intensive, generate substantial amounts of
cash.29
Practice pointer: Lawyers need to be especially sensitive to
cash intensive businesses, such as residential rental operations.
Money launderers have been known to use bars, restaurants,
car washes, and parking lots – all legitimate enterprises, but
cash intensive. Indeed, money launderers have sought to launder funds through collection plates at churches.
2.5 Cash Intensive Businesses—Mitigation of Risk. Where clients are cash intensive businesses that are already themselves subject to and regulated for a full range of AML/
CFT requirements consistent with the 40+9 Recommendations, this may mitigate the client risks to the lawyer.30
2.6 Charities and NPOs. Charities and other NPOs that are
not subject to monitoring or supervision (especially those
operating on a “cross-border” basis) by designated competent authorities or self-regulatory organizations
(“SROs”) are potentially higher risk clients.31

29

Id. (fifth bullet).
Id. (sixth bullet).
31 Id. (seventh bullet). For a discussion of voluntary best practices for U.S. based
charities, see U.S. DEPARTMENT OF THE TREASURY ANTI-TERRORIST FINANCING GUIDELINES: VOLUNTARY BEST PRACTICES FOR U.S. BASED CHARITIES, http://www.ustreas.
gov-press-releases-reports-0929%20finalrevised.pdf.
30
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Practice pointer: A lawyer should carefully scrutinize a charity
that has raised funds domestically and then disbursed them
abroad, no matter what may appear on the surface to be its
charitable cause or mission. When dealing with a charity/NPO,
a lawyer may consider it appropriate to assess whether the policies and procedures of the charity/NPO comply with the
guidelines set forth in U.S. DEPARTMENT OF THE TREASURY
ANTI-TERRORIST FINANCING GUIDELINES: VOLUNTARY BEST
PRACTICES FOR U.S. BASED CHARITIES, http://www.ustreas.
gov-press-releases-reports-0929%20finalrevised.pdf.
2.7 Financial Intermediaries Not Subject to Adequate AML/
CFT Laws. Clients using financial intermediaries, financial institutions or legal professionals that are not subject
to adequate AML/CFT laws and measures and that are
not adequately supervised by competent authorities or
SROs are potentially higher risk clients.32
Practice pointer: Almost all domestic U.S. financial institutions
are covered by AML/CFT rules that apply to them. Perhaps
the greatest risks here are (i) a transaction with an unregulated
financial institution or (ii) a transaction involving a foreign financial institution not subject to AML/CFT rules.
2.8 Clients with Certain Criminal Convictions. Clients having
convictions for proceeds generating crimes who instruct
the lawyer (who has actual knowledge of such convictions) to undertake specified activities on their behalf are
potentially higher risk clients.33
Practice pointer: Lawyers who deal with clients knowing that
they have been convicted of financial crimes (such as embezzlement) present a potentially higher client risk to the lawyer.
2.9 Clients with No Address/Multiple Addresses. Clients who
have no address, or multiple addresses without legitimate
reasons.34

32
33
34

Id. (eighth bullet).
Id. (ninth bullet).
Id. (tenth bullet).
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Practice pointer: This risk factor informs the issue of the client’s true identity. A client with no address or multiple addresses without a legitimate explanation is a higher risk to the
lawyer. A higher risk situation may also arise where a client
operates seemingly unrelated and different businesses at the
same address.
2.10 Unexplained Change in Instructions. Clients who change
their settlement or execution instructions without appropriate explanation are potentially higher risk clients.35
Practice pointer: The most likely instructions to raise concerns
are those given in connection with the receipt of funds (source
of funds) or the delivery of funds (the recipient of funds), including those involving last minute and unexplained changes in
the flow of funds or instructions directing that the funds be
sent to a person or entity unrelated to the transaction.
2.11 Structures With No Legal Purpose. The use of legal persons and arrangements without any apparent legal or legitimate tax, business, economic or other reason are
potentially higher risk situations.36
Practice pointer: This high risk factor requires the lawyer to
determine whether there is any apparent legal or legitimate
tax, business, economic or other reason for the use of a particular legal entity or transaction structure. Obviously, a lawyer
cannot knowingly facilitate criminal activity by creating deal
structures whose only purpose is to mask money laundering or
terrorist financing. The lawyer needs to evaluate whether the
use of particular entities or deal structures advances a legal or
legitimate tax, business, economic or other reason. A client
who is unwilling to explain the rationale for the use of particular entities or deal structures would require the lawyer to intensify his or her CDD.

3. Service Risk
FATF has determined that some services are at higher risk for
money laundering and terrorist financing. Typically those services involve the movement of funds and/or the concealment of beneficial
ownership.
35
36

Id. (eleventh bullet).
Id. (twelfth bullet).
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3.1 “Touching the Money” Test. Services where lawyers, acting as financial intermediaries, actually handle the receipt
and transmission of funds through accounts the lawyers
actually control in the act of closing or facilitating a transaction.37 Without knowing the sources and destination of
the funds, a lawyer may unwittingly aid money laundering
or terrorist financing activities.
Practice pointers:
• This service risk factor is the classic “touch the money” factor. If a lawyer handles (or “touches”) money in performing or carrying out a Specified Activity or if cash moves
through the lawyer’s client account, that lawyer is exposed
to a higher risk of being unknowingly involved in money
laundering or terrorist financing activity. For example, a
real estate lawyer who represents a seller of commercial
real estate may also function as an escrow agent who holds
the earnest money deposit in an escrow account and conducts closing by receiving and transmitting the closing
funds through the lawyer’s escrow account.
• Trust and estate lawyers frequently “touch the money,” for
example, in the process of funding a trust or in administering an estate. Risk thus exists at the point of funding the
trust and thereafter in the administration of the trust.
• The lawyer should be aware of not only the source of funds
transferred to a trust but the use of the funds by the trustee.
The lawyer should be alert to the purpose of the trust, the
reasons behind any unusual structures, and the use of jurisdictions that have minimal compliance with AML/CFT
regulation.
3.2 Concealment of Beneficial Ownership. Services to conceal improperly beneficial ownership from competent
authorities.38

37
38

LAWYER GUIDANCE ¶ 110 (first bullet).
Id. (second bullet).
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Practice pointer: Anonymity, or the lack of transparency, is
disfavored by criminal enforcement authorities. However,
there may be legitimate reasons to keep confidential the beneficial ownership of an entity from the public because of business competitive reasons. For example, a developer may desire
to acquire multiple tracts of land. If the developer discloses
the identity of its beneficial owners, landowners may force the
developer (with perceived “deep pockets”) to pay a higher
price for the tracts being sold. By keeping the identity of its
beneficial owners out of the public record, the developer may
be able to acquire the tracts at fair market value without paying a premium. Non-business reasons for confidentiality may
apply as well. For instance, a wealthy investor may desire anonymity to enhance personal safety (e.g., avoid kidnappings).
Lawyers should be mindful, though, that law enforcement authorities may have a legitimate need to know the identity of
the true beneficial owner in appropriate circumstances, such as
bona fide criminal investigations.
3.3 Performing Services Outside Area of Expertise. Services
requested by the client for which the client knows the
lawyer does not have expertise excepting where the lawyer is referring the request to an appropriately trained
professional for advice.39
Practice pointer: A lawyer regularly represents a client in commercial real estate transactions. The client asks the lawyer to
handle the creation of various off-shore trusts. The client is
aware that the lawyer has no training in creating these types of
trusts. The lawyer should inquire why the client would like the
lawyer, and not that lawyer’s colleagues who are experienced
in trusts, to handle this work.
3.4 Accelerated Real Estate Transfers. Transfer of real estate
between parties in a time period that is unusually short
for similar transactions with no apparent legal, tax, business, economic or other legitimate reason.40

39
40

Id. (third bullet).
Id. (fourth bullet).
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Practice pointers:
• Accelerated, or frequent, transfers or “flips” of real
property may be accomplished for specific tax or other
business reasons. But real property transfers made in an
unusually short time frame in comparison to similar deals
and with no apparent legal, tax, business, economic or
other legitimate reason represent a higher risk to the lawyer. For example, a client asks the lawyer to handle the
transfer of a residence from the client to a new entity
controlled by the client. The client then directs the lawyer to convey the property immediately from the new entity to yet another new entity controlled by the client.
The lawyer needs to understand the legal, tax, business,
economic, or other legitimate reason for the serial transactions within a compressed time period.
• In a 2008 report, FinCEN noted that a bank reported a
series of transactions occurring within a one-month period in which the same property was bought and sold
among related individuals. As a result of this flipping of
the property, the bank granted a loan re-finance of over
$600,000 to an individual who did not hold title to the
property at the time the loan closed. The bank indicated
in the suspicious activity report narrative that it was not
able to definitively determine the motive for these transactions, but surmised that they may have been conducted
to promote money laundering or tax evasion.41
3.5 Cash Payments; Payments From Other Sources. Payments received from unassociated or unknown third parties and payments for fees in cash where this would not be
a typical method of payment.42

41 SUSPECTED MONEY LAUNDERING IN THE RESIDENTIAL REAL ESTATE INDUSTRY:
AN ASSESSMENT BASED UPON SUSPICIOUS ACTIVITY REPORT FILING ANALYSIS, APRIL
2008, http://www.fincen.gov/news_room/rp/files/MLR_Real_Estate_Industry_SAR_web.
pdf.
42 Id. (fifth bullet).
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Practice pointer: If a client offers to pay in cash, the lawyer is
dealing with a higher risk situation. For payments from third
parties, the lawyer should always understand the reason for
that arrangement. The lawyer should be aware of the requirement that each person engaged in a trade or business who, in
the course of that trade or business, receives more than $10,000
in cash in one transaction or in two or more related transactions, must file Form 8300 with the Internal Revenue Service.
3.6 Inadequate Consideration. Transactions where it is readily apparent to the lawyer that there is inadequate consideration, such as when the client does not identify
legitimate reasons for the amount of the consideration.43
Practice pointer: In assessing the adequacy of consideration, a
lawyer is not required to undertake a rigorous analysis of the
economics of the transaction. Rather, the lawyer simply needs
to understand whether the stated consideration is reasonably
related to the value of the transaction after factoring in the
known relevant criteria. For instance, a client proposes to sell
a parcel of land valued at $1 million to a third party for
$20,000. On its face, the disparity between the value of the
land and the stated consideration should prompt the lawyer to
inquire into the justification for the disparity in consideration.
Inadequate consideration is typically not a risk factor in the
practice of estate planning where clients are routinely making
gifts to spouses, children, other family members and charities.
3.7 Estate Administration—Convictions for Proceeds Generating Crimes. Administrative arrangements concerning
estates where the decedent was known to the lawyer to be
a person who had been convicted of proceeds generating
crimes.44

43
44

Id. (sixth bullet).
Id. (seventh bullet).
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Practice pointer: If the decedent was involved or even reputed
to have been involved in criminal activity, then the lawyer is
dealing with a higher risk situation. A lawyer should assume a
higher level of risk if the decedent was involved in any of the
following businesses: casinos, bars, strip clubs, or dealers in
pornography. Although these businesses are not necessarily illegal, they involve sufficient indicia of criminal elements being
associated with such businesses that the assumption of higher
risk is warranted.
3.8 Extraordinary Legal Fees. Clients who offer to pay extraordinary fees for services which would not ordinarily
warrant such a premium. Bona fide and appropriate contingency fee arrangements, where a lawyer may receive a
significant premium for a successful representation,
should not be considered a risk factor.45
Practice pointer: If the client offers to pay the lawyer a percent
of the proceeds for a sale where the client wants the closing to
be quick and anonymous, a lawyer should view this as a higher
risk situation.
3.9 Source of Funds/Wealth. The source of funds and the
source of wealth. The source of funds is the activity that
generates the funds for a client, while the source of
wealth describes the activities that have generated the total net worth of a client.46
Practice pointer: Most clients can quickly inform a lawyer of
how they made or acquired their wealth. A lawyer can usually
verify easily such representations by references, a review of the
clients’ income tax returns (but only to the extent the client has
provided the lawyer with this information), or Internet research. A higher risk situation may arise if the client is unable
or unwilling to identify the source of wealth.
3.10 Out of Character Transactions. Unusually high levels of
assets or unusually large transactions compared to what
might reasonably be expected of clients with a similar
profile may indicate that a client not otherwise seen as
higher risk should be treated as such. Conversely, low
levels of assets or low value transactions involving a client
45
46

Id. (eighth bullet).
Id. (ninth bullet).
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that would otherwise appear to be higher risk might allow
the lawyer to treat the client as lower risk.47
Practice pointer: This risk factor focuses on transactions that
appear out of character for a particular client because of the
size of the transactions or assets. For example, a lawyer represents a client who typically buys tracts of land for development,
and the average size of these transactions is approximately
$500,000. The client/developer asks the lawyer to handle the
acquisition of an operating business unrelated to the client’s
real estate development business for a purchase price of $6
million. In this case, the lawyer should inquire into the client’s
historical acquisition practices and why this client now appears
to be engaged in transactions that are out of character.
3.11 Shell Companies. Shell companies, companies with ownership through nominee shareholding and control through
nominee and corporate directors.48
Practice pointer: These are the kinds of structures typically
used to conceal beneficial ownership. The risk is higher when
such entities are being utilized.
3.12 Hard to Identify Trust Beneficiaries. Situations where it is
difficult to identify the beneficiaries of trusts; this might
include a discretionary trust that gives the trustee discretionary power to name the beneficiary within a class of
beneficiaries and distribute accordingly the assets held in
trust, and when a trust is set up for the purpose of managing shares in a company that can make it more difficult to
determine the ownership of the company managed by the
trust.49
Practice pointer: Typically trust beneficiaries are obvious. In
any situation where they are not, the risk is higher. Sometimes
trusts are used to conceal beneficial ownership, but there is no
reason that the beneficial owners should not be disclosed to
the lawyer so the lawyer can make an assessment of the risk
based on that knowledge.
3.13 Anonymity. Services that deliberately have provided or
purposely depend upon more anonymity in the client
47
48
49

Id. (tenth bullet).
Id. (eleventh bullet).
Id. (twelfth bullet).
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identity or participants than is normal under the circumstances and in the experience of the lawyer.50
Practice pointer: As described in a previous Practice Pointer, a
developer assembling multiple parcels may have a legitimate
need to anonymity and, in that case, anonymity is not by itself
a higher risk factor.
3.14 Trust Services. Firms that, as a separate business, offer
TCSP services should look to the TCSP Guidance, even if
those firms are owned or operated by lawyers. Lawyers,
however, who offer TCSP services should look to the
Lawyer Guidance, but those lawyers should also consider
the customer or service risks related to TCSPs, such as
the following: (a) unexplained use of express trusts, (b)
unexplained delegation of authority by the client through
the use of powers of attorney, mixed boards and representative offices, (c) in the case of express trusts, an unexplained relationship between a settlor and beneficiaries
with a vested right, other beneficiaries and persons who
are the object of a power, (d) in the case of an express
trust, an unexplained (where explanation is warranted)
nature of classes of beneficiaries and classes within an expression of wishes.51
Practice pointers:
• In the usual case a trust lawyer will know immediately if the
trust arrangement has odd or unusual characteristics. Even
then, some of these features may be easily explained by the
client, but such factors may be a sign of a higher risk
situation.
• In performing trustee services the lawyer will almost certainly be “touching the money” and so that service risk is
higher.
4. Risk Variables that May Affect Risk
The Lawyer Guidance recognizes that vast and profound differences exist within lawyers and the nature of their practices, types of clients, size of firms, scale, and expertise. All lawyers and law firms are
not the same. For that reason, when creating a reasonable risk-based
approach and evaluating the resources that can be reasonably allocated
50
51

Id. (thirteenth bullet).
Id. (fourteenth bullet).
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to implement and manage it, due consideration must be given to these
factors. The Lawyer Guidance notes that a sole practitioner would not
be expected to devote an equivalent level of resources as a large law
firm. Instead, the sole practitioner would need to develop appropriate
systems and controls and a risk-based approach proportionate to the
scope and nature of the practitioner’s practice.
A lawyer needs to consider whether the client and the proposed
work would be unusual, risky, or suspicious. This significant factor must
always be considered in the context of the lawyer’s practice. The riskbased approach and its concept of proportionality dictates that the presence or absence of one or more of these variables may require a lawyer
to perform enhanced due diligence or lead the lawyer to conclude that
standard CDD can be reduced. As noted earlier, in no case does FATF
suggest that the risk may ever be so low as to eliminate any form or level
of CDD. This approach is best viewed as a sliding scale where one or
more of the following variable factors may increase or decrease the perceived risk posed by a particular client or type of work.
4.1 Nature of Client Relationship. The nature of the client relationship and the client’s need for the lawyer to provide
specified activities.52

52

LAWYER GUIDANCE ¶ 112 (first bullet).
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Practice pointers:
• If the lawyer has been regularly representing the client
for several years in performing and carrying out one or
more Specified Activities, the client’s request that the
lawyer perform the same or similar work for another similar transaction suggests that the risk of money laundering or terrorist financing is low. In this situation, it would
be disproportionate to perform standard CDD; rather,
reduced CDD would be warranted and the focus should
be on the transaction involved.
• Reduced CDD may simply entail confirming the on-going accuracy of the client information.
• The type of client influences the scope, level, and intensity of the CDD. Lawyers should thus determine the
type of entity involved, such as whether the client is a
natural person or a legal entity. If the client is a legal
entity, is the client privately held or publicly traded? Is
the client subject to AML/CFT regulations or other form
of governmental oversight and regulation? If the client is
a legal entity, who is acting on behalf of the client in directing the performance of the Specified Activities?
4.2 Existing Regulation. The level of regulation or other
oversight or governance regime to which a client is
subject.53
Practice pointer: A client that is a financial institution or legal
professional regulated in a country with a satisfactory AML/
CFT regime poses less risk of money laundering than a client
in an industry that has money laundering risks and yet is unregulated for money laundering purposes.
4.3 Reputation and Publicly Available Information. The reputation and publicly available information about a client.
Clients that are transparent and well known in the public
domain and have operated for a number of years without
being convicted of proceeds generating crimes may have
low susceptibility to money laundering.54

53
54

Id. (second bullet).
Id. (third bullet).
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Practice pointer: A client has been operating a family owned
business in the same location for several generations. The client has an excellent reputation in the community and is active
in various community organizations. In this example, the client
can be viewed as having a low susceptibility to money laundering. By contrast, a client has just relocated to a distant geographic location and has not had an opportunity to establish
the client’s reputation. The client is publicity shy and there appears to be no publicly available information about the client.
The lawyer does not know the criminal background of the client. In that situation, the lawyer should perform standard
CDD unless other risk factors suggest that enhanced CDD
should be performed.
4.4 Regularity/Duration of Relationship. The regularity or
duration of the relationship.55
Practice pointer: The regularity and duration of the attorneyclient relationship influences the level of CDD. A lawyer who
has been regularly representing a client for several decades
would have no need to perform standard or enhanced CDD.
Reduced CDD would be warranted in that situation. By contrast, a lawyer who has represented a client for several decades
but only deals with the client once or twice every five years
should perform standard CDD given the lack of regular, ongoing interaction with the client.
4.5 Familiarity with Country/Laws. The familiarity of the
lawyer with a country, including knowledge of local laws,
regulations and rules, as well as the structure and extent
of regulatory oversight, as the result of a legal professional’s own activities within the country.56
Practice pointer: This likely is only going to be an issue for
lawyers who practice cross-border work. Even then this requested service may not be a higher risk situation. For example, in dealing with a country that has stringent AML/CFT laws
(such as the United Kingdom), the risk might be lower than
when dealing with Liechtenstein. In dealing with Liechtenstein
or another small financial center jurisdiction, the frequency of
the transactions and the knowledge about the reputation of
one’s professional counterpart can affect the risk assessment.
55
56

Id. (fourth bullet).
Id. (fifth bullet).
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4.6 Duration/Magnitude of Lawyer-Client Relationship. The
proportionality between the magnitude or volume and
longevity of the client’s business and its use of the lawyer
for its legal requirements, including the nature of professional services sought.57 This factor focuses on the duration and magnitude of the lawyer-client relationship.
4.7 Local Counsel. Subject to other factors (including the nature of the services and the source and nature of the client
relationship), providing limited legal services in the capacity of a local or special counsel may be considered a
low risk factor. This may also, in any event, mean that the
lawyer is not “preparing for” or “carrying out” a transaction for a regulated activity specified in Recommendation
12.58
Practice pointer: The local or special counsel’s experience and
relationship with referring counsel can have a significant impact on risk. If the referring counsel is well known and has a
good reputation for ethics and professionalism, the risk is
lower than if the referring counsel is not known or does not
enjoy a good reputation.
4.8 Geographic Disparity. Significant and unexplained geographic distance between the lawyer and the location of
the client where there is no nexus to the type of work
being undertaken.59
Practice pointer: If a California client asks a Florida lawyer to
form a Nevada limited liability company or corporation, the
client’s request may call for a higher risk assessment.
4.9 “One Shot” Transaction. Where a prospective client has
instructed the lawyer to undertake a single transactionbased service (as opposed to an ongoing advisory relationship) and one or more other risk factors are present.60
Practice pointer: If the entire scope of representation of a new
client is to form a limited liability company for the client to
receive the proceeds of a sale, the narrowness of the representation may pose a higher risk factor.

57
58
59
60

Id.
Id.
Id.
Id.

(sixth bullet).
(seventh bullet).
(eighth bullet).
(ninth bullet).

10:25

65

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

66

unknown

ACTEC LAW JOURNAL

4.10

Seq: 66

18-JAN-12

[Vol. 37:1

Technological Developments Favoring Anonymity.
Risks that may arise from the use of new or developing
technologies that permit non-face to face relationships
and could favour or promote anonymity. However, due
to the prevalence of electronic communication between
lawyers and clients in the delivery of legal services, nonface to face interaction between lawyers and clients
should not, standing alone, be considered a high risk
factor. For example, non-face to face, cross-border
work for an existing client is not necessarily high risk
work for certain organisations (such as regional, national or international law firms or other firms, regardless of size, that specialize in that type of work).61

Practice pointer: It is not unusual for lawyers and clients, who
have never met in person, to deal and interact with each other
via e-mail and voicemail messages. This should not, standing
alone, constitute a high risk factor.
4.11 Client Origination/Referral Source. The nature of the referral or origination of the client relationship.62
Practice pointer: A prospective client may contact a legal professional in an unsolicited manner or without common or customary methods of introduction or referrals, which may
increase risk. By contrast, where a prospective client has been
referred from another trusted source subject to an AML/CFT
regime that is in line with the FATF standards, the referral may
be considered a mitigating risk factor.
4.12 Structure of Client/Transaction. The structure of a client
or transaction.63
Practice pointer: Structures with no apparent legal, tax, business, economic or other legitimate reason may increase risk.
Legal professionals often design structures (even if complex)
for legitimate legal, tax, business, economic or other legitimate
reasons. In those cases, the structure used is not a high risk
factor.
4.13 Pension Funds. Trusts that are pensions may be considered lower risk.64
61
62
63
64

Id.
Id.
Id.
Id.

(tenth bullet).
(eleventh bullet).
(twelfth bullet).
(thirteenth bullet).
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5. Controls for Higher-Risk Clients
An assessment of the applicable risk factors may lead to the conclusion that the client may be higher risk. The Lawyer Guidance does not
prohibit a lawyer from representing a higher risk client; instead, the
Lawyer Guidance directs the lawyer to implement appropriate measures
and controls to mitigate the potential money laundering and terrorist
financing risks of that client. Lawyers and appropriate staff need to be
trained to identify and detect changes in client activity by reference to
risk-based criteria. The measures and controls for higher risk clients
may include the following:
5.1 General Training. It is paramount that general training
be made available to lawyers and appropriate staff on
money laundering methods and risks relevant to
lawyers.65
5.2 Specific Training. Targeted training for increased awareness by the lawyers providing Specified Activities to
higher risk clients or to lawyers undertaking higher risk
work. The key is to ensure that those lawyers who will be
exposed to the higher risk work be specifically trained so
that they are attuned to the applicable risks.66
5.3 Enhanced Due Diligence. Enhanced levels of CDD for
higher risk situations (see section 6.3 below for a more
detailed discussion).67
5.4 Peer/Managerial Oversight. Enhanced or additional review and/or consultation by the lawyer or within a firm at
the establishment of a relationship. Peer or managerial
review and oversight are important measures to take
when dealing with higher risk clients. Additional review
may detect other risk factors or may reveal factors that
mitigate the risk. In larger firms, various management
levels or committees may review these types of engagements with close scrutiny. At smaller firms, these types of
formal controls may not be feasible or practical, but the
lawyer should nonetheless seek additional review when
exploring an engagement with a higher-risk client.68
5.5 Evolving Evaluation of Services. Periodic review of the
services offered by the lawyer and/or firm to determine
whether the risk of money laundering and terrorist fi65
66
67
68

LAWYER GUIDANCE ¶ 113 (first bullet).
Id. (second bullet).
Id. (third bullet).
Id. (fourth bullet).
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nancing occurring has increased. Services offered by a
lawyer may, over time, become more susceptible to
money laundering and terrorist financing. Lawyers
should periodically review their services to see if the risks
of money laundering and terrorist financing occurring
have increased.69
Practice pointer: If a lawyer’s practice evolves from domestic
work to international work, the service risk may possibly increase. Similarly, if a lawyer’s practice results in an increased
use of the firm’s trust account (client account), service risk may
increase. Another example of increased risk is when a lawyer’s
client base involves over time the increasing use of more entities or more tiered entity structures.
5.6 On-Going/Evolving Evaluation of Clients. Reviewing client relationships from time to time to determine whether
the risk of money laundering and terrorist financing occurring has increased. Clients may enter into new businesses or affiliate with other investors, all of which may
increase the risk of money laundering and terrorist financing. Lawyers should be attuned to their client relationships to detect whether the risk of money laundering
and terrorist financing occurring has increased.70
5.7 Overlap. The same measures and controls may often address more than one of the risk criteria identified, and it is
not necessarily expected that a legal professional establish
specific controls targeting each risk criterion. Lawyers
may adopt measures and controls that address multiple
risk factors. For that reason, lawyers are not required to
mechanically apply a specific measure or control to each
risk criterion.71
6. Basic Protocol for Client Intake and Assessment
The fundamental starting point for implementing a risk-based approach is for the lawyer to make an overall risk assessment of the client.
Most lawyers perform elements of that assessment as part of their established client intake and conflicts review system. The protocols outlined
in this Section 6 and in Appendix A attached hereto are designed to
69
70
71

Id. (fifth bullet).
Id. (sixth bullet).
Id. (seventh bullet).
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supplement, not supplant, that system. The complexity of that system
will vary depending on the practice profile of the lawyer and the firm.
In making an overall risk assessment of the client, the lawyer needs
to take into account any appropriate risk variables (and any mitigating
factors) before making a final determination to accept the engagement.
The lawyer’s risk assessment, which is made on an individualized basis
for each client, will then dictate the overall approach to CDD requirements and appropriate verification. The lawyer determines which CDD
requirements are appropriate for each client based on the overall risk
assessment and the lawyer’s familiarity with the client. These CDD requirements may include the following:
6.1

Standard Level of CDD. A standard level of CDD is
generally applied to all clients. Standard level CDD includes the following elements:
6.1.1 Identifying the client and verifying that client’s identity
using reliable, independent source documents, data, or
information. The lawyer needs to document its findings.
• Basic Identification. Client identification may entail a review of the client’s driver’s license or other governmentally-issued photographic identification, the verification of
the client’s address, and a check of the client’s financial and
business references.
• OFAC Scan. A basic part of the verification process includes performing an “OFAC scan” to determine whether
the client’s name appears on the SDN List or business with
the client is otherwise prohibited. The SDN List identifies
a list of persons (individuals and entities) with whom U.S.
persons may not engage in the exchange of most goods, services, or technology. U.S. persons are also prohibited from
engaging in the exchange of most goods, services, or technology with (a) persons owned 50% or more by persons on
the SDN list; and (b) persons in or the governments of
Cuba,72 Sudan, and Iran. Helpful information on performing OFAC scans and dealing with the results of that effort
are set forth in OFAC’s website: http://www.treas.gov/offices/enforcement/ofac/.
6.1.2 Identifying the beneficial owner, and taking reasonable
measures to verify the identity of the beneficial owner of
the client such that the lawyer is reasonably satisfied that
the lawyer knows who the beneficial owner is.
72 For purposes of the Cuban Assets Control Regulations, Cuban nationals located
outside of the United States are also prohibited parties.
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Practice pointer: The verification of the identity of beneficial
ownership is risk-based. Lawyers should evaluate the risks of
not verifying the identity of the beneficial owners of a client.
Law firms should consider developing or revising their intake
forms to capture this information.
6.1.3 Obtaining information on the purpose and intended nature of the business relationship.
6.1.4 Conducting ongoing due diligence on the business relationship and scrutiny of transactions undertaken periodically throughout the course of that relationship to ensure
that the transactions being conducted are consistent with
the lawyer’s knowledge of the client, its business and risk
profile, including, where necessary, the source of funds.
Practice pointer: Client due diligence is not a static analysis.
The attorney-client relationship often evolves over time, and
the lawyer needs to be sensitive to changes that may occur during the course of the relationship.
6.2 Reduced CDD. A lawyer can apply a reduced level of
CDD in recognized lower risk scenarios, such as: (a) publicly listed companies (and their majority owned subsidiaries), (b) financial institutions subject to an AML/CFT
regime consistent with the FATF Recommendations (all
U.S. banks are subject to an AML/CFT regime), and (c)
government authorities and state run enterprises (other
than those from sanctioned countries). Reduced CDD
may simply include obtaining information on the purpose
and intended nature of the new matter or business relationship, which information is necessary to perform the
engagement.
Practice pointer: Lawyers do not need to perform standard
CDD for clients that are publicly listed companies. These
companies present a recognized lower risk profile than other
clients. The lawyers will need to know the purpose and nature
of the new matter or business relationship.
6.3 Enhanced CDD. An enhanced level of CDD is required
for those clients that are reasonably determined by the
lawyer to be of higher risk. An assessment of higher risk
may be based on a number of factors, such as the client’s
business activity, ownership structure, particular service
offered including work involving higher risk countries or
defined by applicable law or regulation as posing higher

\\jciprod01\productn\A\ACT\37-1\ACT101.txt

Summer 2011]

unknown

Seq: 71

18-JAN-12

GATEKEEPER INITIATIVE

10:25

71

risk, such as the risks outlined in paragraphs 108-109 of
the Lawyer Guidance (geographic risk and customer
risk). Enhanced CDD means a more in depth, systematic
inquiry into the client and its ownership and business
activities.
Practice pointer: Higher risk clients require enhanced CDD.
The lawyer needs to ensure that the client and its ownership
and business activities comply with applicable law and that no
criminal activity is involved.
6.4 Timing. The overall risk assessment should be performed
as part of the client intake and conflict review process,
meaning that the lawyer should refrain from performing
the work until the completion of the risk assessment process. In those situations where the verification process
may be time consuming, the lawyer may determine to
cease work on a matter if the overall risk assessment is
not completed within a defined time period after the
work begins.
WHAT

IF

CLIENT PRESENTS

AN

UNACCEPTABLE RISK?

Not every risk-based approach analysis of a potential client will inexorably lead to the conclusion that, with appropriate controls, the lawyer can accept and proceed with the proposed engagement. It may be
possible that the lawyer’s analysis will lead the lawyer to reject the engagement or to withdraw from the representation. Rule 1.16 of the
ABA Model Rules of Professional Conduct governs declining or terminating the lawyer-client relationship. When faced with a situation where
the lawyer is compelled to decline or terminate the relationship, the lawyer should comply with the requirements of the applicable rules of professional conduct, including Model Rule 1.16 or its equivalent. For
example, a lawyer may withdraw from representing a client if, among
other things, the client persists in a course of action involving the lawyer’s services that the lawyer reasonably believes is criminal or fraudulent or the client has used the lawyer’s services to perpetrate a crime or
fraud.
EDUCATION

AND

CONTINUING LEGAL EDUCATION EFFORTS

The Lawyer Guidance places a premium on on-going educational
efforts to enhance awareness of money laundering and terrorist financ-
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ing risks.73 Once the lawyer or law firm has assimilated the basics of the
risk-based approach, a decision needs to be made about how to implement policies and procedures firm wide. At a minimum the lawyer or
law firm needs to implement an AML/CFT policy and procedures for
client intake and the periodic review of clients’ activities. The lawyer or
law firm should designate a compliance officer. All lawyers in the firm
will need a certain level of training and education as will paralegals and
key administrative staff. The policies, procedures, and education should
be set, endorsed, and reviewed by the firm’s senior management.
The firm should designate one or more lawyers whose task will be
to remain current on developments in this area. These lawyers will need
to make determinations about ongoing education in the firm as well as
periodic revisions to policies and procedures.

73

LAWYER GUIDANCE ¶¶ 33, 97, 102, and 121.
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Appendix A
Basic Client Intake
Upon the intake of a new client, a lawyer may wish to take some or
all of the measures discussed below to help the lawyer assess the risk of
money laundering and terrorist financing the potential representation of
the client may entail. The degree and scope of this assessment will vary
based upon, among other factors, the particulars of the proposed representation and the nature and identity of the client. This Appendix A is
intended only to highlight some of the key elements of the assessment
lawyers should consider and is not intended to be, nor should it be construed as, a mandatory checklist for client intake that is to be used or
applied in all circumstances or a rote or mechanical fashion.
1. Client Identity. Once the lawyer has gained an understanding of
the representation being sought and the client’s objective, the lawyer
will need to verify the identity of the client by obtaining some basic
information that will enable the lawyer to “know the client” and, if applicable, its beneficial ownership.
1.1 Natural Person as Client. In the case of an individual
client, depending upon the nature of the representation and
level of initial concern the lawyer may have regarding the intentions or background of the client, the lawyer may need to
obtain some or all of the following information: the client’s
name, employment background, place of birth, prior residential addresses, current residential address, business address,
phone numbers, date of birth, marital status, names of prior or
current spouses and/or names of children, dates of birth and
social security numbers of any such spouses and/or children,
the name and contact information of any other lawyers with
whom the client regularly deals, the name and contact information of the client’s certified public accountant, prior criminal
convictions, pending lawsuits, and status of tax filings with governmental authorities. The lawyer may also wish to retain a
copy of the client’s driver’s license or another federally issued
form of photo identification and/or request that the client submit a summary of his or her personal and business history.
This could help the lawyer to determine and/or verify the
source of the funds to be involved in the transaction(s) in
question.
1.2 Entity as Client. If the client is an entity rather than
an individual (and dependent on other risk factors, such as
whether the client is publicly traded), depending upon the nature of the representation and level of initial concern the lawyer may have regarding the intentions or background of the
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client, the lawyer should seek to obtain the names of any subsidiary/parent/nominee entities, and should obtain information
on one or more of the following: the primary directors, officers, trustees, partners, managers, and/or people serving in
another fiduciary capacity in connection with this entity and
the entity’s federal employment identification number. The
lawyer should also consider whether it is necessary to obtain
some of the basic information on the fiduciaries of the entity as
described above. Depending on other risk factors, if not disclosed by partners, members, or shareholders of the entity
when the above information is provided, the lawyer may also
need to determine beneficial ownership, as discussed in more
detail in the main body of this guidance.
2. Client Due Diligence. In addition to the basic information discussed above, depending on risk factors and the level of disclosures
made by the client, the lawyer may find it advisable to request letters of
introduction or letters of reference from other professionals that have
past experience with the client, such as other transactional lawyers,
bankers, and certified public accountants.
2.1 OFAC List. It would also be prudent for the lawyer to
check the Office of Foreign Assets Control’s Specially Designated Nationals and Blocked Persons list at http://
www.treas.gov/offices/enforcement/ofac/sdn/t11sdn.pdf for the
name of the client, the client’s spouse, the client’s beneficial
owners, and/or other related persons, and any relevant business entities.74
2.2 Other Searches. Another suggested due diligence
measure is the conducting of an Internet search (for example, a
Google search (www.google.com)) of the client’s name, the client’s spouse and/or other related persons, and any relevant
business entities. Although the accuracy of the Internet should
not be relied upon, search results may provide the lawyer with
valuable information that is not readily available elsewhere.
For example, an Internet search might yield a link to an article
that indicates a potential client’s connections to a business entity involved in a pending or previous criminal proceeding. If
so, the lawyer can then determine whether and to what extent
to check available court records to verify this information.
74 In circumstances where the client’s business or the proposed engagement warrants (such as where the client is engaged in the export business), it may also be prudent
for the lawyer to check the Denied Persons List at http://www.bis.doc.gov/dpl/Default.
shtm.
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2.3 Background Checks. Depending on the risk profile of
the client, background checks can also prove to be useful in
evaluating the potential risk involved in accepting the representation of a new client. For instance, Accurint
(www.accurint.com) is a service that provides information on a
client’s past and current addresses, any bankruptcies, liens,
judgments and UCC filings against it, and any business entities
and job titles associated with the client’s name. It also provides information on the client’s business associates as well as
driver’s licenses issued to the client, and possibly information
regarding any criminal record, sexual offenses, concealed
weapons permits, associates, relatives, and properties of the
client.
3. Periodic Update. Depending on a current evaluation of risk factors, the lawyer may wish to repeat some or all of these steps on an
annual or other appropriate periodic basis to ensure that the status of
the client has not changed.
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Appendix B
Glossary of Terms
Set forth below is a list of certain acronyms used in this Guidance.
ABA
AML
CDD
CFT
DNFBPs
FATF
NPO
OFAC
PEP
RBA
SDN
List
SRO
TCSPs

10:25

American Bar Association
Anti-money laundering
Client Due Diligence
Combating the financing of terrorism
Designated Non-Financial Businesses and Professions
Financial Action Task Force
Not for profit organization
Office of Foreign Assets Control
Politically Exposed Person
Risk Based Approach
List of Specially Designated Nationals and Blocked
Persons
Self-regulatory organization
Trust and company service providers

